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QUESTION 1701
Having adequate lighting on the outside of a building is an example of which of the following security
controls?
A.
B.
C.
D.

Deterrent
Compensating
Detective
Preventative

Answer: A
QUESTION 1702
During a recent audit, it was discovered that several user accounts belonging to former employees
were still active and had valid VPN permissions. Which of the following would help reduce the
amount of risk the organization incurs in this situation in the future?
A.
B.
C.
D.

Time-of-day restrictions
User access reviews
Group-based privileges
Change management policies

Answer: B
QUESTION 1703
An organization is working with a cloud services provider to transition critical business applications
to a hybrid cloud environment. The organization retains sensitive customer data and wants to
ensure the provider has sufficient administrative and logical controls in place to protect its data. In
which of the following documents would this concern MOST likely be addressed?
A.
B.
C.
D.

Service level agreement
Interconnection security agreement
Non-disclosure agreement
Business process analysis

Answer: A
QUESTION 1704
A security administrator wants to implement a company-wide policy to empower data owners to
manage and enforce access control rules on various resources. Which of the following should be
implemented?
A.
B.
C.
D.

Mandatory access control
Discretionary access control
Role-based access control
Rule-based access control

Answer: C
QUESTION 1705
Which of the following BEST describes an attack where communications between two parties are
intercepted and forwarded to each party with neither party being aware of the interception and
potential modification to the communications?
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A.
B.
C.
D.

Spear phishing
Man-in-the-middle
URL hijacking
Transitive access

Answer: B
QUESTION 1706
A security administrator wishes to implement a secure a method of file transfer when
communicating with outside organizations. Which of the following protocols would BEST facilitate
secure file transfers? (Select TWO.)
A.
B.
C.
D.
E.
F.

SCP
TFTP
SNMP
FTP
SMTP
FTPS

Answer: A
QUESTION 1707
A technician needs to implement a system which will properly authenticate users by their username
and password only when the users are logging in from a computer in the office building. Any attempt
to authenticate from a location other than the office building should be rejected. Which of the
following MUST the technician implement?
A.
B.
C.
D.

Dual factor authentication
Transitive authentication
Single factor authentication
Biometric authentication

Answer: B
QUESTION 1708
After correctly configuring a new wireless enabled thermostat to control the temperature of the
company's meeting room, Joe, a network administrator determines that the thermostat is not
connecting to the internet-based control system. Joe verifies that the thermostat received the
expected network parameters and it is associated with the AP. Additionally, the other wireless
mobile devices connected to the same wireless network are functioning properly. The network
administrator verified that the thermostat works when tested at his residence. Which of the following
is the MOST likely reason the thermostat is not connecting to the internet?
A.
B.
C.
D.

The company implements a captive portal
The thermostat is using the incorrect encryption algorithm
the WPA2 shared likely is incorrect
The company's DHCP server scope is full

Answer: C
QUESTION 1709
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A Chief Security Officer (CSO) has been unsuccessful in attempts to access the website for a
potential partner (www.example.net). Which of the following rules is preventing the CSO from
accessing the site?
A.
B.
C.
D.

Rule 1: deny from inside to outside source any destination any service smtp.
Rule 2: deny from inside to outside source any destination any service ping.
Rule 3: deny from inside to outside source any destination {blocked sites} service http-https.
Rule 4: deny from any to any source any destination any service any.

Answer: C
QUESTION 1710
Malware that changes its binary pattern on specific dates at specific times to avoid detection is
known as a (n) ____.
A.
B.
C.
D.

armored virus
logic bomb
polymorphic virus
trojan

Answer: C
QUESTION 1711
A company is planning to encrypt the files in several sensitive directories of a file server with a
symmetric key. Which of the following could be used?
A.
B.
C.
D.
E.

RSA
Twofish
Diffie-Helman
NTLMv2
RIPEMD

Answer: B
QUESTION 1712
Which of the following is a document that contains detailed information about actions that include
how something will be done, when the actions will be performed, and penalties for failure?
A.
B.
C.
D.

MOU
ISA
BPA
SLA

Answer: D
QUESTION 1713
Which of the following are MOST susceptible to birthday attacks?
A. Hashed passwords
B. Digital certificates
C. Encryption passwords
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D. One time passwords
Answer: A
QUESTION 1714
Joe, a computer forensic technician responds to an active compromise of a database server. Joe
first collects information in memory, then collects network traffic and finally conducts an image of
the hard drive. Which of the following procedures did Joe follow?
A.
B.
C.
D.

Order of volatility
Chain of custody
Recovery procedure
Incident isolation

Answer: A
QUESTION 1715
A system administrator wants to implement an internal communication system that will allow
employees to send encrypted messages to each other. The system must also support nonrepudiation. Which of the following implements all these requirements?
A.
B.
C.
D.

Bcrypt
Blowfish
PGP
SHA

Answer: C
QUESTION 1716
Given the log output:
Max 15 00:15:23.431 CRT: #SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user:
msmith] [Source: 10.0.12.45] [localport: 23] at 00:15:23:431 CET Sun Mar
15 2015
Which of the following should the network administrator do to protect data security?
A.
B.
C.
D.

Configure port security for logons
Disable telnet and enable SSH
Configure an AAA server
Disable password and enable RSA authentication

Answer: B
QUESTION 1717
The firewall administrator is adding a new certificate for the company's remote access solution. The
solution requires that the uploaded file contain the entire certificate chain for the certificate to load
properly. The administrator loads the company certificate and the root CA certificate into the file.
The file upload is rejected. Which of the following is required to complete the certificate chain?
A.
B.
C.
D.

Certificate revocation list
Intermediate authority
Recovery agent
Root of trust
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Answer: B
QUESTION 1718
The Chief Executive Officer (CEO) of a major defense contracting company a traveling overseas
for a conference. The CEO will be taking a laptop. Which of the following should the security
administrator implement to ensure confidentiality of the data if the laptop were to be stolen or lost
during the trip?
A.
B.
C.
D.

Remote wipe
Full device encryption
BIOS password
GPS tracking

Answer: B
QUESTION 1719
In an effort to reduce data storage requirements, a company devices to hash every file and
eliminate duplicates. The data processing routines are time sensitive so the hashing algorithm is
fast and supported on a wide range of systems. Which of the following algorithms is BEST suited
for this purpose?
A.
B.
C.
D.

MD5
SHA
RIPEMD
AES

Answer: B
QUESTION 1720
A new security policy in an organization requires that all file transfers within the organization be
completed using applications that provide secure transfer. Currently, the organization uses FTP
and HTTP to transfer files. Which of the following should the organization implement in order to be
compliant with the new policy?
A.
B.
C.
D.

Replace FTP with SFTP and replace HTTP with TLS
Replace FTP with FTPS and replaces HTTP with TFTP
Replace FTP with SFTP and replace HTTP with Telnet
Replace FTP with FTPS and replaces HTTP with IPSec

Answer: B
QUESTION 1721
A product manager is concerned about continuing operations at a facility located in a region
undergoing significant political unrest. After consulting with senior management, a decision is made
to suspend operations at the facility until the situation stabilizes. Which of the following risk
management strategies BEST describes management's response?
A.
B.
C.
D.

Deterrence
Mitigation
Avoidance
Acceptance
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Answer: C
QUESTION 1722
Joe notices there are several user accounts on the local network generating spam with embedded
malicious code. Which of the following technical control should Joe put in place to BEST reduce
these incidents?
A.
B.
C.
D.

Account lockout
Group Based Privileges
Least privilege
Password complexity

Answer: A
QUESTION 1723
Two users need to securely share encrypted files via email. Company policy prohibits users from
sharing credentials or exchanging encryption keys. Which of the following can be implemented to
enable users to share encrypted data while abiding by company policies?
A.
B.
C.
D.

Key escrow
Digital signatures
PKI
Hashing

Answer: B
QUESTION 1724
An information system owner has supplied a new requirement to the development team that calls
for increased non-repudiation within the application. After undergoing several audits, the owner
determined that current levels of non-repudiation were insufficient. Which of the following
capabilities would be MOST appropriate to consider implementing is response to the new
requirement?
A.
B.
C.
D.
E.

Transitive trust
Symmetric encryption
Two-factor authentication
Digital signatures
One-time passwords

Answer: D
QUESTION 1725
Joe, a website administrator believes he owns the intellectual property for a company invention and
has been replacing image files on the company's public facing website in the DMZ. Joe is using
steganography to hide stolen data. Which of the following controls can be implemented to mitigate
this type of inside threat?
A.
B.
C.
D.

Digital signatures
File integrity monitoring
Access controls
Change management
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E. Stateful inspection firewall
Answer: B
QUESTION 1726
The process of applying a salt and cryptographic hash to a password then repeating the process
many times is known as which of the following?
A.
B.
C.
D.

Collision resistance
Rainbow table
Key stretching
Brute force attack

Answer: C
QUESTION 1727
Which of the following is commonly used for federated identity management across multiple
organizations?
A.
B.
C.
D.

SAML
Active Directory
Kerberos
LDAP

Answer: A
QUESTION 1728
While performing surveillance activities, an attacker determines that an organization is using 802.1x
to secure LAN access. Which of the following attack mechanisms can the attacker utilize to bypass
the identified network security?
A.
B.
C.
D.

MAC spoofing
Pharming
Xmas attack
ARP poisoning

Answer: A
QUESTION 1729
A security administrator has been asked to implement a VPN that will support remote access over
IPSEC. Which of the following is an encryption algorithm that would meet this requirement?
A.
B.
C.
D.

MD5
AES
UDP
PKI

Answer: B
QUESTION 1730
A security administrator is evaluating three different services: radius, diameter, and Kerberos.
Which of the following is a feature that is UNIQUE to Kerberos?
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A.
B.
C.
D.

It provides authentication services
It uses tickets to identify authenticated users
It provides single sign-on capability
It uses XML for cross-platform interoperability

Answer: B
QUESTION 1731
Which of the following can affect electrostatic discharge in a network operations center?
A.
B.
C.
D.

Fire suppression
Environmental monitoring
Proximity card access
Humidity controls

Answer: D
QUESTION 1732
a malicious attacker has intercepted HTTP traffic and inserted an ASCII line that sets the referrer
URL. Which of the following is the attacker most likely utilizing?
A.
B.
C.
D.

Header manipulation
Cookie hijacking
Cross-site scripting
Xml injection

Answer: A
QUESTION 1733
A company would like to prevent the use of a known set of applications from being used on
company computers. Which of the following should the security administrator implement?
A.
B.
C.
D.
E.

Whitelisting
Anti-malware
Application hardening
Blacklisting
Disable removable media

Answer: D
QUESTION 1734
A new hire wants to use a personally owned phone to access company resources. The new hire
expresses concern about what happens to the data on the phone when they leave the company.
Which of the following portions of the company's mobile device management configuration would
allow the company data to be removed from the device without touching the new hire's data?
A.
B.
C.
D.

Asset control
Device access control
Storage lock out
Storage segmentation
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Answer: B
QUESTION 1735
A consultant has been tasked to assess a client's network. The client reports frequent network
outages. Upon viewing the spanning tree configuration, the consultant notices that an old and law
performing edge switch on the network has been elected to be the root bridge. Which of the
following explains this scenario?
A.
B.
C.
D.

The switch also serves as the DHCP server
The switch has the lowest MAC address
The switch has spanning tree loop protection enabled
The switch has the fastest uplink port

Answer: C
QUESTION 1736
An organization is trying to decide which type of access control is most appropriate for the network.
The current access control approach is too complex and requires significant overhead.
Management would like to simplify the access control and provide user with the ability to determine
what permissions should be applied to files, document, and directories. The access control method
that BEST satisfies these objectives is ____.
A.
B.
C.
D.

rule-based access control
role-based access control
mandatory access control
discretionary access control

Answer: D
QUESTION 1737
While reviewing the security controls in place for a web-based application, a security controls
assessor notices that there are no password strength requirements in place. Because of this
vulnerability, passwords might be easily discovered using a brute force attack. Which of the
following password requirements will MOST effectively improve the security posture of the
application against these attacks? (Select TWO.)
A.
B.
C.
D.
E.
F.

Minimum complexity
Maximum age limit
Maximum length
Minimum length
Minimum age limit
Minimum reuse limit

Answer: AC
QUESTION 1738
A security administrator determined that users within the company are installing unapproved
software. Company policy dictates that only certain applications may be installed or ran on the
user's computers without exception. Which of the following should the administrator do to prevent
all unapproved software from running on the user's computer?
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A.
B.
C.
D.

Deploy antivirus software and configure it to detect and remove pirated software.
Configure the firewall to prevent the downloading of executable files.
Create an application whitelist and use OS controls to enforce it.
Prevent users from running as administrator so they cannot install software.

Answer: C
QUESTION 1739
A security administrator is tasked with implementing centralized management of all network devices.
Network administrators will be required to logon to network devices using their LDAP credentials.
All command executed by network administrators on network devices must fall within a preset list
of authorized commands and must be logged to a central facility. Which of the following
configuration commands should be implemented to enforce this requirement?
A.
B.
C.
D.

LDAP server 10.55.199.3
CN=company, CN=com, OU=netadmin, DC=192.32.10.233
SYSLOG server 172.16.23.50
TACAS server 192.168.1.100

Answer: B
QUESTION 1740
A website administrator has received an alert from an application designed to check the integrity of
the company's website. The alert indicated that the hash value for a particular MPEG file has
changed. Upon further investigation, the media appears to be the same as it was before the alert.
Which of the following methods has MOST likely been used?
A.
B.
C.
D.
E.

Cryptography
Time of check/time of use
Man-in-the-middle
Covert timing
Steganography

Answer: E
QUESTION 1741
An attacker captures the encrypted communication between two parties for a week, but is unable
to decrypt the messages. The attacker then compromises the session key during one exchange
and successfully compromises a single message. The attacker plans to use this key to decrypt
previously captured and future communications, but is unable to. This is because the encryption
scheme in use adheres to ____.
A.
B.
C.
D.

asymmetric encryption
out-of-band key exchange
perfect forward secrecy
secure key escrow

Answer: C
QUESTION 1742
Many employees are receiving email messages similar to the one shown below:
From IT department
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To employee
Subject email quota exceeded
Pease
click
on
the
following
link
http:www.website.info/email.php?quota=1Gb and provide your username and
password to increase your email quota.
Upon reviewing other similar emails, the security administrator realized that all the phishing URLs
have the following common elements; they all use HTTP, they all come from .info domains, and
they all contain the same URI. Which of the following should the security administrator configure
on the corporate content filter to prevent users from accessing the phishing URL, while at the same
time minimizing false positives?
A.
B.
C.
D.

BLOCK http://www.*.info/*
DROP http://*.website.info/email.php?*
Redirect http://www.*.info/email.php?quota=* to http://company.com/corporate_polict.html
DENY http://*.info/email.php?quota=1Gb

Answer: D
QUESTION 1743
A security analyst is reviewing the following packet capture of an attack directed at a company's
server located in the DMZ:

Which of the following ACLs provides the BEST protection against the above attack and any further
attacks from the same IP, while minimizing service interruption?
A.
B.
C.
D.

DENY TCO From ANY to 172.31.64.4
Deny UDP from 192.168.1.0/24 to 172.31.67.0/24
Deny IP from 192.168.1.10/32 to 0.0.0.0/0
Deny TCP from 192.168.1.10 to 172.31.67.4

Answer: D
QUESTION 1744
The IT department needs to prevent users from installing untested applications. Which of the
following would provide the BEST solution?
A.
B.
C.
D.

Job rotation
Least privilege
Account lockout
Antivirus

Answer: B
QUESTION 1745
An attack that is using interference as its main attack to impede network traffic is which of the
following?
A. Introducing too much data to a targets memory allocation
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B. Utilizing a previously unknown security flaw against the target
C. Using a similar wireless configuration of a nearby network
D. Inundating a target system with SYN requests
Answer: A
QUESTION 1746
An organization wants to conduct secure transactions of large data files. Before encrypting and
exchanging the data files, the organization wants to ensure a secure exchange of keys. Which of
the following algorithms is appropriate for securing the key exchange?
A.
B.
C.
D.
E.

DES
Blowfish
DSA
Diffie-Hellman
3DES

Answer: D
QUESTION 1747
Ann, a college professor, was recently reprimanded for posting disparaging remarks regrading her
coworkers on a web site. Ann stated that she was not aware that the public was able to view her
remakes. Which of the following security-related trainings could have made Ann aware of the
repercussions of her actions?
A.
B.
C.
D.

Data Labeling and disposal
Use of social networking
Use of P2P networking
Role-based training

Answer: B
QUESTION 1748
During a recent audit, it was discovered that many services and desktops were missing security
patches. Which of the following BEST describes the assessment that was performed to discover
this issue?
A.
B.
C.
D.

Network mapping
Vulnerability scan
Port scan
Protocol analysis

Answer: B
QUESTION 1749
When generating a request for a new x.509 certificate for securing a website, which of the following
is the MOST appropriate hashing algorithm?
A.
B.
C.
D.

RC4
MD5
HMAC
SHA
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Answer: B
QUESTION 1750
The administrator installs database software to encrypt each field as it is written to disk. Which of
the following describes the encrypted data?
A.
B.
C.
D.

In-transit
In-use
Embedded
At-rest

Answer: B
QUESTION 1751
Which of the following allows an application to securely authenticate a user by receiving credentials
from a web domain?
A.
B.
C.
D.

TACACS+
RADIUS
Kerberos
SAML

Answer: D
QUESTION 1752
A network technician is trying to determine the source of an ongoing network based attack. Which
of the following should the technician use to view IPv4 packet data on a particular internal network
segment?
A.
B.
C.
D.

Proxy
Protocol analyzer
Switch
Firewall

Answer: B
QUESTION 1753
The security administrator has noticed cars parking just outside of the building fence line. Which of
the following security measures can the administrator use to help protect the company's WiFi
network against war driving? (Select TWO.)
A.
B.
C.
D.
E.
F.

Create a honeynet
Reduce beacon rate
Add false SSIDs
Change antenna placement
Adjust power level controls
Implement a warning banner

Answer: DE
QUESTION 1754
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A security administrator suspects that data on a server has been exhilarated as a result of
unauthorized remote access. Which of the following would assist the administrator in confirming
the suspicions? (Select TWO.)
A.
B.
C.
D.
E.

Networking access control
DLP alerts
Log analysis
File integrity monitoring
Host firewall rules

Answer: BC
QUESTION 1755
A company is deploying a new VoIP phone system. They require 99.999% uptime for their phone
service and are concerned about their existing data network interfering with the VoIP phone system.
The core switches in the existing data network are almost fully saturated. Which of the following
options will provide the best performance and availability for both the VoIP traffic, as well as the
traffic on the existing data network?
A.
B.
C.
D.

Put the VoIP network into a different VLAN than the existing data network.
Upgrade the edge switches from 10/100/1000 to improve network speed.
Physically separate the VoIP phones from the data network.
Implement flood guards on the data network.

Answer: A
QUESTION 1756
A server administrator needs to administer a server remotely using RDP, but the specified port is
closed on the outbound firewall on the network. The access the server using RDP on a port other
than the typical registered port for the RDP protocol?
A.
B.
C.
D.

TLS
MPLS
SCP
SSH

Answer: A
QUESTION 1757
Which of the following can be used to control specific commands that can be executed on a network
infrastructure device?
A.
B.
C.
D.

LDAP
Kerberos
SAML
TACACS+

Answer: D
QUESTION 1758
Company XYZ has decided to make use of a cloud-based service that requires mutual, certificatebased authentication with its users. The company uses SSL-inspecting IDS at its network boundary
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and is concerned about the confidentiality of the mutual authentication. Which of the following
model prevents the IDS from capturing credentials used to authenticate users to the new service
or keys to decrypt that communication?
A.
B.
C.
D.

Use of OATH between the user and the service and attestation from the company domain
Use of active directory federation between the company and the cloud-based service
Use of smartcards that store x.509 keys, signed by a global CA
Use of a third-party, SAML-based authentication service for attestation

Answer: B
QUESTION 1759
Six months into development, the core team assigned to implement a new internal piece of software
must convene to discuss a new requirement with the stake holders. A stakeholder identified a
missing feature critical to the organization, which must be implemented. The team needs to validate
the feasibility of the newly introduced requirement and ensure it does not introduce new
vulnerabilities to the software and other applications that will integrate with it. Which of the following
BEST describes what the company?
A.
B.
C.
D.

The system integration phase of the SDLC
The system analysis phase of SDLC
The system design phase of the SDLC
The system development phase of the SDLC

Answer: B
QUESTION 1760
A company is investigating a data compromise where data exfiltration occurred. Prior to the
investigation, the supervisor terminates an employee as a result of the suspected data loss. During
the investigation, the supervisor is absent for the interview, and little evidence can be provided form
the role-based authentication system in use by the company. The situation can be identified for
future mitigation as which of the following?
A.
B.
C.
D.

Job rotation
Log failure
Lack of training
Insider threat

Answer: B
QUESTION 1761
A security administrator needs an external vendor to correct an urgent issue with an organization's
physical access control system (PACS). The PACS does not currently have internet access
because it is running a legacy operation system. Which of the following methods should the security
administrator select the best balances security and efficiency?
A.
B.
C.
D.

Temporarily permit outbound internet access for the pacs so desktop sharing can be set up
Have the external vendor come onsite and provide access to the PACS directly
Set up VPN concentrator for the vendor and restrict access to the PACS using desktop sharing
Set up a web conference on the administrator's pc; then remotely connect to the pacs

Answer: C
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QUESTION 1762
A datacenter manager has been asked to prioritize critical system recovery priorities. Which of the
following is the MOST critical for immediate recovery?
A.
B.
C.
D.

Communications software
Operating system software
Weekly summary reports to management
Financial and production software

Answer: B
QUESTION 1763
Which of the following techniques can be bypass a user or computer's web browser privacy settings?
(Select TWO.)
A.
B.
C.
D.
E.

SQL injection
Session hijacking
Cross-site scripting
Locally shared objects
LDAP injection

Answer: BC
QUESTION 1764
When designing a web based client server application with single application server and database
cluster backend, input validation should be performed ____.
A.
B.
C.
D.

on the client
using database stored procedures
on the application server
using HTTPS

Answer: C
QUESTION 1765
Which of the following delineates why it is important to perform egress filtering and monitoring on
Internet connected security zones of interfaces on a firewall?
A.
B.
C.
D.

Egress traffic is more important than ingress traffic for malware prevention
To rebalance the amount of outbound traffic and inbound traffic
Outbound traffic could be communicating to known botnet sources
To prevent DDoS attacks originating from external network

Answer: B
QUESTION 1766
The help desk is receiving numerous password change alerts from users in the accounting
department. These alerts occur multiple times on the same day for each of the affected users'
accounts. Which of the following controls should be implemented to curtail this activity?
A. Password Reuse
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B. Password Complexity
C. Password History
D. Password Minimum Age
Answer: D
QUESTION 1767
Which of the following would enhance the security of accessing data stored in the cloud? (Select
TWO.)
A.
B.
C.
D.
E.
F.

Block level encryption
SAML authentication
Transport encryption
Multifactor authentication
Predefined challenge questions
Hashing

Answer: BD
QUESTION 1768
A remote user (User1) is unable to reach a newly provisioned corporate windows workstation. The
system administrator has been given the following log files from the VPN, corporate firewall and
workstation host. Which of the following is preventing the remote user from being able to access
the workstation?
A.
B.
C.
D.
E.

Network latency is causing remote desktop service request to time out
User1 has been locked out due to too many failed passwords
Lack of network time synchronization is causing authentication mismatches
The workstation has been compromised and is accessing known malware sites
The workstation host firewall is not allowing remote desktop connections

Answer: B
QUESTION 1769
During a data breach cleanup, it is discovered that not all of the sites involved have the necessary
data wiping tools. The necessary tools are quickly distributed to the required technicians, but when
should this problem best be revisited?
A.
B.
C.
D.

Reporting
Preparation
Mitigation
Lessons learned

Answer: D
QUESTION 1770
During a third-party audit, it is determined that a member of the firewall team can request, approve,
and implement a new rule-set on the firewall. Which of the following will the audit team most likely
recommend during the audit out brief?
A. Discretionary access control for the firewall team
B. Separation of duties policy for the firewall team
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C. Least privilege for the firewall team
D. Mandatory access control for the firewall team
Answer: B
QUESTION 1771
Which of the following is the appropriate network structure used to protect servers and services
that must be provided to external clients without completely eliminating access for internal users?
A.
B.
C.
D.

NAC
VLAN
DMZ
Subnet

Answer: C
QUESTION 1772
An administrator has configured a new Linux server with the FTP service. Upon verifying that the
service was configured correctly, the administrator has several users test the FTP service. Users
report that they are able to connect to the FTP service and download their personal files, however,
they cannot transfer new files to the server. Which of the following will most likely fix the uploading
issue for the users?
A.
B.
C.
D.

Create an ACL to allow the FTP service write access to user directories
Set the Boolean selinux value to allow FTP home directory uploads
Reconfigure the FTP daemon to operate without utilizing the PSAV mode
Configure the FTP daemon to utilize PAM authentication pass through user permissions

Answer: A
QUESTION 1773
An administrator thinks the UNIX systems may be compromised, but a review of system log files
provides no useful information. After discussing the situation with the security team, the
administrator suspects that the attacker may be altering the log files and removing evidence of
intrusion activity. Which of the following actions will help detect attacker attempts to further alter log
files?
A.
B.
C.
D.

Enable verbose system logging
Change the permissions on the user's home directory
Implement remote syslog
Set the bash_history log file to "read only"

Answer: C
QUESTION 1774
A global gaming console manufacturer is launching a new gaming platform to its customers. Which
of the following controls reduces the risk created by malicious gaming customers attempting to
circumvent control by way of modifying consoles? (Select TWO.)
A. Firmware version control
B. Manual software upgrades
C. Vulnerability scanning
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D. Automatic updates
E. Network segmentation
F. Application firewalls
Answer: AD
QUESTION 1775
An audit has revealed that database administrators are also responsible for auditing database
changes and backup logs. Which of the following access control methodologies would BEST
mitigate this concern?
A.
B.
C.
D.

Time of day restrictions
Principle of least privilege
Role-based access control
Separation of duties

Answer: D
QUESTION 1776
Ann, a security administrator, has been instructed to perform fuzz-based testing on the company's
applications. Which of the following best describes what she will do?
A.
B.
C.
D.

Enter random or invalid data into the application in an attempt to cause it to fault.
Work with the developers to eliminate horizontal privilege escalation opportunities.
Test the applications for the existence of built-in- back doors left by the developers.
Hash the application to verify it won't cause a false positive on the HIPS.

Answer: A
QUESTION 1777
Joe, a technician, is working remotely with his company provided laptop at the coffee shop near
his home. Joe is concerned that another patron of the coffee shop may be trying to access his
laptop. Which of the following is an appropriate control to use to prevent the other patron from
accessing Joe's laptop directly?
A.
B.
C.
D.

full-disk encryption
Host-based firewall
Current antivirus definitions
Latest OS updates

Answer: B
QUESTION 1778
An attacker uses a network sniffer to capture the packets of a transaction that adds $20 to a gift
card. The attacker then user a function of the sniffer to push those packets back onto the network
again, adding another $20 to the gift card. This can be done many times. Which of the following
describes this type of attack?
A.
B.
C.
D.

Integer overflow attack
Smurf attack
Replay attack
Buffer overflow attack
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E. Cross-site scripting attack
Answer: C
QUESTION 1779
An organization is moving its human resources system to a cloud services provider. The company
plans to continue using internal usernames and passwords with the service provider, but the
security manager does not want the service provider to have a company of the passwords. Which
of the following options meets all of these requirements?
A.
B.
C.
D.

Two-factor authentication
Account and password synchronization
Smartcards with PINS
Federated authentication

Answer: D
QUESTION 1780
The data backup window has expanded into the morning hours and has begun to affect production
users. The main bottleneck in the process is the time it takes to replicate the backups to separate
severs at the offsite data center. Which of the following uses of deduplication could be implemented
to reduce the backup window?
A.
B.
C.
D.

Implement deduplication at the network level between the two locations
Implement deduplication on the storage array to reduce the amount of drive space needed
Implement deduplication on the server storage to reduce the data backed up
Implement deduplication on both the local and remote servers

Answer: B
QUESTION 1781
A penetration testing is preparing for a client engagement in which the tester must provide data
that proves and validates the scanning tools' results. Which of the following is the best method for
collecting this information?
A.
B.
C.
D.

Set up the scanning system's firewall to permit and log all outbound connections.
Use a protocol analyzer to log all pertinent network traffic.
Configure network flow data logging on all scanning system.
Enable debug level logging on the scanning system and all scanning tools used.

Answer: A
QUESTION 1782
Which of the following best describes the initial processing phase used in mobile device forensics?
A. The phone should be powered down and the battery removed to preserve the state of data on any internal or
removable storage utilized by the mobile device.
B. The removable data storage cards should be processed first to prevent data alteration when examining the mobile
device.
C. The mobile device should be examined first, then removable storage and lastly the phone without removable
storage should be examined again.
D. The phone and storage cards should be examined as a complete unit after examining the removable storage
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cards separately.
Answer: A
QUESTION 1783
Ann, a security analyst, is monitoring the IDS console and noticed multiple connections from an
internal host to a suspicious call back domain. Which of the following tools would aid her to decipher
the network traffic?
A.
B.
C.
D.

Vulnerability Scanner
NMAP
NETSTAT
Packet Analyzer

Answer: C
QUESTION 1784
An administrator is testing the collision resistance of different hashing algorithms. Which of the
following is the strongest collision resistance test?
A.
B.
C.
D.

Find two identical messages with different hashes
Find two identical messages with the same hash
Find a common has between two specific messages
Find a common hash between a specific message and a random message

Answer: A
QUESTION 1785
The SSID broadcast for a wireless router has been disabled but a network administrator notices
that unauthorized users are accessing the wireless network. The administor has determined that
attackers are still able to detect the presence of the wireless network despite the fact the SSID has
been disabled. Which of the following would further obscure the presence of the wireless network?
A.
B.
C.
D.

Upgrade the encryption to WPA or WPA2
Create a non-zero length SSID for the wireless router
Reroute wireless users to a honeypot
Disable responses to a broadcast probe request

Answer: D
QUESTION 1786
Which of the following should be used to implement voice encryption?
A.
B.
C.
D.

SSLv3
VDSL
SRTP
VoIP

Answer: C
QUESTION 1787
During an application design, the development team specifics a LDAP module for single sign-on
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communication with the company's access control database. This is an example of which of the
following?
A.
B.
C.
D.

Application control
Data in-transit
Identification
Authentication

Answer: D
QUESTION 1788
After a merger, it was determined that several individuals could perform the tasks of a network
administrator in the merged organization. Which of the following should have been performed to
ensure that employees have proper access?
A.
B.
C.
D.

Time-of-day restrictions
Change management
Periodic auditing of user credentials
User rights and permission review

Answer: D
QUESTION 1789
A company exchanges information with a business partner. An annual audit of the business partner
is conducted against the SLA in order to verify ____.
A.
B.
C.
D.

performance and service delivery metrics
backups are being performed and tested
data ownership is being maintained and audited
risk awareness is being adhered to and enforced

Answer: A
QUESTION 1790
Which of the following is the proper way to quantify the total monetary damage resulting from an
exploited vulnerability?
A.
B.
C.
D.

Calculate the ALE
Calculate the ARO
Calculate the MTBF
Calculate the TCO

Answer: A
QUESTION 1791
A security administrator needs to implement a system that detects possible intrusions based upon
a vendor provided list. Which of the following BEST describes this type of IDS?
A.
B.
C.
D.

Signature-based
Heuristic
Anomaly-based
Behavior-based
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Answer: A
QUESTION 1792
The chief Security Officer (CSO) has reported a rise in data loss but no break ins have occurred.
By doing which of the following is the CSO most likely to reduce the number of incidents?
A.
B.
C.
D.

Implement protected distribution
Empty additional firewalls
Conduct security awareness training
Install perimeter barricades

Answer: C
QUESTION 1793
During a data breach cleanup it is discovered that not all of the sites involved have the necessary
data wiping tools. The necessary tools are quickly distributed to the required technicians, but when
should this problem BEST be revisited?
A.
B.
C.
D.

Reporting
Preparation
Mitigation
Lessons Learned

Answer: D
QUESTION 1794
New magnetic locks were ordered for an entire building. In accordance with company policy,
employee safety is the top priority. In case of a fire where electricity is cut, which of the following
should be taken into consideration when installing the new locks?
A.
B.
C.
D.

Fail safe
Fault tolerance
Fail secure
Redundancy

Answer: A
QUESTION 1795
A security administrator is trying to encrypt communication. For which of the following reasons
should administrator take advantage of the Subject Alternative Name (SAM) attribute of a certificate?
A.
B.
C.
D.

It can protect multiple domains
It provides extended site validation
It does not require a trusted certificate authority
It protects unlimited subdomains

Answer: B
QUESTION 1796
After a merger between two companies a security analyst has been asked to ensure that the
organization's systems are secured against infiltration by any former employees that were
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terminated during the transition. Which of the following actions are MOST appropriate to harden
applications against infiltration by former employees? (Select TWO.)
A.
B.
C.
D.
E.
F.

Monitor VPN client access
Reduce failed login out settings
Develop and implement updated access control policies
Review and address invalid login attempts
Increase password complexity requirements
Assess and eliminate inactive accounts

Answer: CF
QUESTION 1797
A new mobile application is being developed in-house. Security reviews did not pick up any major
flaws, however vulnerability scanning results show fundamental issues at the very end of the project
cycle. Which of the following security activities should also have been performed to discover
vulnerabilities earlier in the lifecycle?
A.
B.
C.
D.

Architecture review
Risk assessment
Protocol analysis
Code review

Answer: D
QUESTION 1798
A security administrator is creating a subnet on one of the corporate firewall interfaces to use as a
DMZ which is expected to accommodate at most 14 physical hosts. Which of the following subnets
would BEST meet the requirements?
A.
B.
C.
D.

192.168.0.16 255.25.255.248
192.168.0.16/28
192.168.1.50 255.255.25.240
192.168.2.32/27

Answer: B
QUESTION 1799
A company has a security policy that specifies all endpoint computing devices should be assigned
a unique identifier that can be tracked via an inventory management system. Recent changes to
airline security regulations have cause many executives in the company to travel with mini tablet
devices instead of laptops. These tablet devices are difficult to tag and track. An RDP application
is used from the tablet to connect into the company network. Which of the following should be
implemented in order to meet the security policy requirements?
A.
B.
C.
D.
E.
F.

Virtual desktop infrastructure (IDI)
WS-security and geo-fencing
A hardware security module (HSM)
RFID tagging system
MDM software
Security Requirements Traceability Matrix (SRTM)
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Answer: E
QUESTION 1800
The security administrator receives an email on a non-company account from a coworker stating
that some reports are not exporting correctly. Attached to the email was an example report file with
several customers' names and credit card numbers with the PIN. Which of the following is the BEST
technical controls that will help mitigate this risk of disclosing sensitive data?
A.
B.
C.
D.

Configure the mail server to require TLS connections for every email to ensure all transport data is encrypted
Create a user training program to identify the correct use of email and perform regular audits to ensure compliance
Implement a DLP solution on the email gateway to scan email and remove sensitive data or files
Classify all data according to its sensitivity and inform the users of data that is prohibited to share

Answer: C
QUESTION 1801
A technician is configuring a wireless guest network. After applying the most recent changes the
technician finds the new devices can no longer find the wireless network by name but existing
devices are still able to use the wireless network. Which of the following security measures did the
technician MOST likely implement to cause this Scenario?
A.
B.
C.
D.
E.

Deactivation of SSID broadcast
Reduction of WAP signal output power
Activation of 802.1x with RADIUS
Implementation of MAC filtering
Beacon interval was decreased

Answer: A
QUESTION 1802
A security administrator has been assigned to review the security posture of the standard corporate
system image for virtual machines. The security administrator conducts a thorough review of the
system logs, installation procedures, and network configuration of the VM image. Upon reviewing
the access logs and user accounts, the security administrator determines that several accounts will
not be used in production. Which of the following would correct the deficiencies?
A.
B.
C.
D.

Mandatory access controls
Disable remote login
Host hardening
Disabling services

Answer: C
QUESTION 1803
Although a web enabled application appears to only allow letters in the comment field of a web
form, malicious user was able to carry a SQL injection attack by sending special characters through
the web comment field. Which of the following has the application programmer failed to implement?
A.
B.
C.
D.

Revision control system
Client side exception handling
Server side validation
Server hardening
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Answer: C
QUESTION 1804
An attacker discovers a new vulnerability in an enterprise application. The attacker takes advantage
of the vulnerability by developing new malware. After installing the malware the attacker is provided
with access to the infected machine. Which of the following is being described?
A.
B.
C.
D.

Zero-day exploit
Remote code execution
Session hijacking
Command injection

Answer: A
QUESTION 1805
A security administrator returning from a short vacation receives an account lock-out message
when attempting to log into the computer. After getting the account unlocked the security
administrator immediately notices a large amount of emails alerts pertaining to several different
user accounts being locked out during the past three days. The security administrator uses system
logs to determine that the lock-outs were due to a brute force attack on all accounts that has been
previously logged into that machine. Which of the following can be implemented to reduce the
likelihood of this attack going undetected?
A.
B.
C.
D.

Password complexity rules
Continuous monitoring
User access reviews
Account lockout policies

Answer: B
QUESTION 1806
A bank requires tellers to get manager approval when a customer wants to open a new account. A
recent audit shows that there have been four cases in the previous year where tellers opened
accounts without management approval. The bank president thought separation of duties would
prevent this from happening. In order to implement a true separation of duties approach the bank
could ____.
A.
B.
C.
D.

require the use of two different passwords held by two different individuals to open an account
administer account creation on a role based access control approach
require all new accounts to be handled by someone else other than a teller since they have different duties
administer account creation on a rule based access control approach

Answer: C
QUESTION 1807
A security administrator has been tasked with improving the overall security posture related to
desktop machines on the network. An auditor has recently that several machines with confidential
customer information displayed in the screens are left unattended during the course of the day.
Which of the following could the security administrator implement to reduce the risk associated with
the finding?
A. Implement a clean desk policy
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B. Security training to prevent shoulder surfing
C. Enable group policy based screensaver timeouts
D. Install privacy screens on monitors
Answer: C
QUESTION 1808
Company policy requires the use if passphrases instead if passwords. Which of the following
technical controls MUST be in place in order to promote the use of passphrases?
A.
B.
C.
D.

Reuse
Length
History
Complexity

Answer: D
QUESTION 1809
During a routine audit, it is discovered that someone has been using a stale administrator account
to log into a seldom used server. The person has been using the server to view inappropriate
websites that are prohibited to end users. Which of the following could best prevent this from
occurring again?
A.
B.
C.
D.

Credential management
Group policy management
Acceptable use policy
Account expiration policy

Answer: B
QUESTION 1810
Which of the following should identify critical systems and components?
A.
B.
C.
D.

MOU
BPA
ITCP
BCP

Answer: D
QUESTION 1811
Which of the following works by implanting software on systems but delays execution until a specific
set of conditions is met?
A.
B.
C.
D.

Logic bomb
Trojan
Scareware
Ransomware

Answer: A
QUESTION 1812
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A web application is configured to target browsers and allow access to bank accounts to siphon
money to a foreign account. This is an example of which of the following attacks?
A.
B.
C.
D.

SQL injection
Header manipulation
Cross-site scripting
Flash cookie exploitation

Answer: C
QUESTION 1813
Technicians working with servers hosted at the company's datacenter are increasingly complaining
of electric shocks when touching metal items which have been linked to hard drive failures. Which
of the following should be implemented to correct this issue?
A.
B.
C.
D.

Decrease the room temperature
Increase humidity in the room
Utilize better hot/cold aisle configurations
Implement EMI shielding

Answer: B
QUESTION 1814
A portable data storage device has been determined to have malicious firmware. Which of the
following is the BEST course of action to ensure data confidentiality?
A.
B.
C.
D.

Format the device
Re-image the device
Perform virus scan in the device
Physically destroy the device

Answer: C
QUESTION 1815
A security administrator must implement a system to ensure that invalid certificates are not used
by a custom developed application. The system must be able to check the validity of certificates
even when internet access is unavailable. Which of the following MUST be implemented to support
this requirement?
A.
B.
C.
D.

CSR
OCSP
CRL
SSH

Answer: C
QUESTION 1816
A technician has installed new vulnerability scanner software on a server that is joined to the
company domain. The vulnerability scanner is able to provide visibility over the patch posture of all
company's clients. Which of the following is being used?
A. Gray box vulnerability testing
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B. Passive scan
C. Credentialed scan
D. Bypassing security controls
Answer: ......
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