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QUESTION 1461

A client has combined the voice-data circuit from a provider and is getting the maximum download and upload speeds of 2.0 Mbps. Which of the following services is being used?

A.    ADSL

B.    T1

C.    E1

D.    VDSL



Answer: A

QUESTION 1462

Joe, a network administrator, has installed an SFTP server behind a load-balancing router. He opened port 21 but was unable to establish a connection. Which of the following ports should he have opened?

A.    Port 20

B.    Port 22

C.    Port 162

D.    Port 443

Answer: B

Explanation:

https://en.wikipedia.org/wiki/SSH_File_Transfer_Protocol

QUESTION 1463

A technician is installing a network firewall and would like to block all WAN to LAN traffic that is using ports other than the default ports for Internet and email connectivity. Which of the following rules should the technician verify FIRST?

A.    All outbound traffic is blocked

B.    All inbound traffic is blocked

C.    A DMZ has been created

D.    An implicit deny is enables

Answer: D

QUESTION 1464

Which of the following network infrastructure implementations would be used to connect two remote sales back to the main campus for all data and voice traffic?

A.    Crossover cable

B.    Multimode fiber

C.    Satellite

D.    MPLS

Answer: B

Explanation:

https://en.wikipedia.org/wiki/Multi-mode_optical_fiber

QUESTION 1465

A disgruntled employee executes a man-in-the-middle attack on the company network. Layer 2 traffic destined for the gateway is redirected to the employee’s computer. This type of attack is an example of ____.

A.    ARP cache poisoning

B.    IP spoofing

C.    amplified DNS attack

D.    evil twin

Answer: A

Explanation:

https://en.wikipedia.org/wiki/ARP_spoofing

QUESTION 1466

A home user reports to a network technician that the Internet is slow. The network administrator discovers that multiple unknown devices are connected to the access point. Which of the following is the MOST likely cause?

A.    An evil twin has been implemented.

B.    A successful WPS attack has occurred.

C.    The user is experiencing ARP poisoning.

D.    The user is connected to a botnet.

Answer: B

Explanation:

https://en.wikipedia.org/wiki/Wi-Fi_Protected_Setup

QUESTION 1467

A user reports slow performance. A technician troubleshooting the issue users a performance monitoring tool and receives the following results:

– Avg. % Processor Time = 15%

– Avg. Pages/Second = 5

– Avg. Disk Queue Length = 1

Based on these results, which of the following is causing a bottleneck?

A.    Hard drive

B.    Memory

C.    NIC

D.    Processor

Answer: B

QUESTION 1468

A network technician has received a report that workstations are unable to gain access to the network. During the troubleshooting process, the technician discovers that the switch connecting these workstations has failed. Which of the following will be the QUICKEST option configure a new switch?

A.    Baseline

B.    Image

C.    Archive

D.    Syslog

Answer: B

QUESTION 1469

A technician is testing a new web-based tool capable of generating automatic teller machine (ATM) cash and service availability reports. The web-based tool was developed by a consortium of financial institutions. Which of the following cloud delivery models and technologies are being utilized? (Select TWO.)

A.    SaaS

B.    Public

C.    Community

D.    PaaS

E.    Private

F.    IaaS

Answer: CE

QUESTION 1470

Workers in a company branch office are required to click on an initial web page and agree to have web surfing mentioned. This is an example of ____.

A.    an end-user license agreement

B.    an SLA

C.    an AUP

D.    an MOU

Answer: C

Explanation:

https://en.wikipedia.org/wiki/Acceptable_use_policy

QUESTION 1471

Which of the following ports does SIP use?

A.    443

B.    1720

C.    2427/27/27

D.    5004/5005

E.    5060/5061

Answer: E

Explanation:

https://en.wikipedia.org/wiki/Session_Initiation_Protocol

QUESTION 1472

A network administrator wants to implement a centralized monitoring solution that utilizes push alerts sent from the client to a server. Which of the following types of monitoring should be put in place?

A.    SNMP

B.    SMTP

C.    NIDS

D.    SMS

Answer: A

Explanation:

https://community.fireeye.com/docs/DOC-6353#jive_content_id_SNMP_Traps_Event_Push

QUESTION 1473

After upgrading a fiber link from 1 Gbps, a network technician ran a speed test of the link. The test shows the link is not operating at full speed and connectivity is intermittent. The two buildings are 1.476ft (450m) apart and are connected using CM4 fiber and 10G SR SFPs. The fiber runs through the electrical and boiler rooms of each building. Which of the following is the MOST likely reason for the connectivity issue?

A.    The wrong SFPs are being used

B.    There is interference from the electrical room

C.    CM1 fiber should be used instead

D.    There is heat from the boiler room

Answer: A

Explanation:

http://www.cisco.com/c/en/us/products/collateral/interfaces-modules/transceiver-modules/data_sheet_c78- 455693.html

QUESTION 1474

Several users at an adjacent office building report connectivity issues after a new building was built in between the two offices. The network technician has determined the adjacent office building is connected to the main office building via an 802.11ac bridge. The network technician logs into the AP and confirms the SSID, encryption and channels are all correct. Which of the following is MOST likely the cause of this issue?

A.    Device saturation

B.    Antenna type

C.    Bandwidth saturation

D.    Interference

Answer: D

QUESTION 1475

Ann, a technician, connects a pair of switches using redundant links. When she checks the status of the links, one of them is not active, even when she changes ports. Which of the following MOST likely disabled the redundant connection to the other switch?

A.    Spanning tree

B.    IGRP routing

C.    SSID mismatch

D.    Port mirroring

Answer: A

Explanation:

http://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/5234-5.html

QUESTION 1476

A network administrator has determined the ingress and egress traffic of a router’s interface are not being correctly reported to the monitoring server. Which of the following can be used to determine if the router interface uses 64b vs 32b counters?

A.    SNMP walk

B.    Packet analyzer

C.    SYSLOG server

D.    Port Scanner

Answer: A

Explanation:

https://www.snmpsoft.com/cmd-tools/snmp-walk/

QUESTION 1477

Which of the following is an example of a signaling protocol used in VoIP telephony?

A.    VRRP

B.    H.323

C.    RTSP

D.    SIP

Answer: D

Explanation:

https://en.wikipedia.org/wiki/Session_Initiation_Protocol

QUESTION 1478

A network administrator is troubleshooting an issue with unstable wireless connections in a residence hall. Students on the first and second floors are reporting the hall’s SSID is not visible in the evenings. The network administrator has verified the wireless system is operating normally. Which of the following is the MOST likely cause for the problem reported by students?

A.    Internet router maintenance is scheduled.

B.    An ARP attack is underway.

C.    The SSID is set to hidden.

D.    A jammer is being used.

Answer: A

QUESTION 1479

Which of the following is the number of bits there are in 1024 bytes?

A.    512b

B.    4096b

C.    8000b

D.    8192b

Answer: D

QUESTION 1480

Policies, procedures and end-user training are effective ways to mitigate ____.

A.    zero-day attacks

B.    attempted DDoS attacks

C.    man-in-the-middle attacks

D.    social engineering attempts

Answer: A

Explanation:

https://www.sans.org/reading-room/whitepapers/bestprac/defenses-zero-day-exploits-various-sized-organizations-35562
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