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QUESTION 161

Which of the following is a differentiating characteristic of private cloud solutions compared to public cloud solutions?

A.    Private cloud solutions are dedicated for use by a single organization.

B.    Private cloud solutions are never accessible via the public Internet.

C.    Private cloud solutions do not provide incremental scalability.

D.    Private cloud solutions save considerably more money than a public cloud solution.



Answer: A

QUESTION 162

A company is using an Internet-based cloud service provided by a third party. Which of the following can the third party NOT guarantee when providing cloud resources?

A.    Capacity

B.    Scalability

C.    Network path

D.    Cost

Answer: D

QUESTION 163

Since the implementation of a cloud infrastructure, a senior level network administrator’s job description has changed from being responsible for maintaining the hardware of the network infrastructure to more of a management position, ensuring the cloud vendor is providing the services specified in the contract with the company. Which of the following has been impacted the MOST by the change in job responsibility?

A.    Service Transition

B.    Service Design

C.    Service Operation

D.    Service Strategy

Answer: B

QUESTION 164

Which of the following must be implemented by a cloud provider to ensure that different entities can authenticate and share basic user accounting information?

A.    Scalability

B.    Federation

C.    Virtualization

D.    Self service

Answer: C

QUESTION 165

Company A has a SaaS cloud that hosts their office suite software. Company B has an IaaS cloud that provides all their server hardware, including the server hosting their office suite software. Which of the following is a similarity between both company’s clouds?

A.    Backups synchronize with the hot site

B.    Servers are on-site

C.    Software is hosted

D.    Multiple servers are clustered

Answer: A

QUESTION 166

Elastic computing is important to businesses as it relates to which of the following cloud characteristics?

A.    Scalability

B.    Security

C.    Integrity

D.    Distribution

Answer: C

QUESTION 167

Which of the following is true when mitigating risks in a cloud environment while avoiding impact to performance?

A.    When securing cloud resources, only the most sensitive data should be secured.

B.    When securing cloud resources, it is always a best practice to encrypt all data stored in the cloud.

C.    When securing cloud resources, data security is not an issue.

D.    When securing cloud resources, it is always a best practice to use the strongest security on the most sensitive data.

Answer: A

QUESTION 168

A financial services company plans to move its existing CRM system into the cloud. The current system hosts 50 million customers. Which of the following steps should be done FIRST for moving this application into the cloud?

A.    Perform security testing of the application to ensure that there are no new security vulnerabilities being introduced.

B.    Perform testing to confirm that all the customer data can be mapped/migrated during the allocated change window.

C.    Communicate with customers that they will be moving to a new CRM system which will be hosted in the cloud.

D.    Perform a physical site assessment on where the application is hosted to ensure adequate controls are in place.

Answer: A

QUESTION 169

Which of the following is an effect of cloud computing on application development?

A.    SaaS allows for open-source application development.

B.    SaaS delays the time to market for most applications.

C.    SaaS inhibits vendor interoperability on application platforms.

D.    SaaS allows for a shorter time to market for some applications.

Answer: C

QUESTION 170

Which of the following BEST describes the properly of cloud computing that allows changes in transaction volume without major changes to the system?

A.    Scalability

B.    Reliability

C.    Integrity

D.    Availability

Answer: A

QUESTION 171

The IT department has migrated company email to a web-based cloud provider. Which of the following dependencies placed on the cloud computing vendor will have the MOST affect on all company staff?

A.    Cost of service

B.    Availability of service

C.    Maintainability of service

D.    Location of service

Answer: B

QUESTION 172

Which of the following steps BEST leads to successful adoption of a cloud service?

A.    Gather stakeholder requirements, select potentially suitable cloud providers, perform a pilot, and select the most appropriate provider.

B.    Choose the most well known cloud provider for the given service and negotiate a short-lived contract with strong penalty clauses.

C.    Request a list of reference sites from the potential cloud provider and interview a reference from within the same industry sector. If the site reference check is positive, then choose the cloud provider.

D.    Workshop selection criteria items with company management and choose the service provider based on the strongest formal responses from cloud providers.

Answer: A

QUESTION 173

Which of the following is the FIRST item of consideration when a company wants to implement a cloud network by following the ITIL standard?

A.    Cost of implementation

B.    Current productivity

C.    Use of current skills

D.    Business needs

Answer: D

QUESTION 174

An organization is in the process of selecting a SaaS provider to replace its current internal customer relationship management system. The business expects better functionality than what is provided with the internal system. Which of the following is the BEST reason for moving to a SaaS cloud service?

A.    Understand who the most experienced IaaS cloud providers are so that a recommendation can be made to the business based on what other industry vendors are doing.

B.    Understand the current SLA’s of the cloud providers to ensure that they can exceed the current expected business SLA’s.

C.    Understand current functional and non-functional requirements of the system in order to ensure the new system can meet and provide value add to current business needs.

D.    Understand the cost model of the hosted infrastructure and whether the current system can be hosted on cloud provided infrastructure.

Answer: C

QUESTION 175

Which of the following applies only to public cloud computing as opposed to outsourcing?

A.    Contracts are in years as opposed to days or months

B.    Internal IT staff move from one organization to another

C.    There are no upfront CAPEX costs for hardware

D.    Infrastructure is stored within a datacenter

Answer: C

QUESTION 176

Which of the following is an example of an early cloud adoption?

A.    Data center

B.    Virtualization

C.    Video streaming

D.    Web email

Answer: D

QUESTION 177

A software development platform is in the process of being migrated from an in-house framework to a cloud-based PaaS. Which of the following development aspects is likely to be applicable in the PaaS environment?

A.    PaaS providers do not allow customers with their own software development teams to write new applications on the cloud platform.

B.    Cloud environments only support agile development. The software development team will need to change from their waterfall SDLC methodology before migrating.

C.    Familiarization will be required with cloud provider-based APIs, web services, and development frameworks.

D.    No expected change in software development process when migrating from in-house to PaaS.

Answer: C

QUESTION 178

Which of the following is improved by choosing cloud computing versus traditional IT infrastructure outsourcing?

A.    Resource spending

B.    Legal requirements

C.    Employee morale

D.    Controllable response time

Answer: A

QUESTION 179

Which of the following organizations are MOST liking to consider confidentiality requirements before implementing a backup and disaster recovery cloud solution?

A.    An advertising company

B.    A public library

C.    A recreational park district

D.    A hospital and outpatient facility

Answer: D

QUESTION 180

A company’s IT department currently spends several hours a day maintaining the hardware of the database server. The company migrates the server to the cloud. Which of the following job responsibilities of the IT department has been MOST impacted by this change?

A.    Service Strategy

B.    Service Operation

C.    Service Design

D.    Service Transition

Answer: B
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