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QUESTION 19

A system administrator recently deployed and verified the installation of a critical patch issued by the company’s primary OS vendor. This patch was supposed to remedy a vulnerability that would allow an adversary to remotely execute code from over the network. However, the administrator just ran a vulnerability assessment of networked systems, and each of them still reported having the same vulnerability. Which of the following if the MOST likely explanation for this?

A.    The administrator entered the wrong IP range for the assessment.

B.    The administrator did not wait long enough after applying the patch to run the assessment.

C.    The patch did not remediate the vulnerability.

D.    The vulnerability assessment returned false positives.



Answer: C

QUESTION 20

An incident response report indicates a virus was introduced through a remote host that was connected to corporate resources. A cybersecurity analyst has been asked for a recommendation to solve this issue. Which of the following should be applied?

A.    MAC

B.    TAP

C.    NAC

D.    ACL

Answer: C

QUESTION 21

Review the following results:



Which of the following has occurred?

A.    This is normal network traffic.

B.    123.120.110.212 is infected with a Trojan.

C.    172.29.0.109 is infected with a worm.

D.    172.29.0.109 is infected with a Trojan.

Answer: A

QUESTION 22

A security analyst is creating baseline system images to remediate vulnerabilities found in different operating systems. Each image needs to be scanned before it is deployed. The security analyst must ensure the configurations match industry standard benchmarks and the process can be repeated frequently. Which of the following vulnerability options would BEST create the process requirements?

A.    Utilizing an operating system SCAP plugin

B.    Utilizing an authorized credential scan

C.    Utilizing a non-credential scan

D.    Utilizing a known malware plugin

Answer: A

QUESTION 23

A network technician is concerned that an attacker is attempting to penetrate the network, and wants to set a rule on the firewall to prevent the attacker from learning which IP addresses are valid on the network. Which of the following protocols needs to be denied?

A.    TCP

B.    SMTP

C.    ICMP

D.    ARP

Answer: C

QUESTION 24

An analyst wants to use a command line tool to identify open ports and running services on a host along with the application that is associated with those services and port. Which of the following should the analyst use?

A.    Wireshark

B.    Qualys

C.    Netstat

D.    Nmap

E.    Ping

Answer: C
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