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QUESTION 37

An alert has been distributed throughout the information security community regarding a critical Apache vulnerability. Which of the following courses of action would ONLY identify the known vulnerability?

A.    Perform an unauthenticated vulnerability scan on all servers in the environment.

B.    Perform a scan for the specific vulnerability on all web servers.

C.    Perform a web vulnerability scan on all servers in the environment.

D.    Perform an authenticated scan on all web servers in the environment.



Answer: B

QUESTION 38

Which of the following commands would a security analyst use to make a copy of an image for forensics use?

A.    dd

B.    wget

C.    touch

D.    rm

Answer: A

QUESTION 39

As part of an upcoming engagement for a client, an analyst is configuring a penetration testing application to ensure the scan complies with information defined in the SOW. Which of the following types of information should be considered based on information traditionally found in the SOW? (Select TWO.)

A.    Timing of the scan

B.    Contents of the executive summary report

C.    Excluded hosts

D.    Maintenance windows

E.    IPS configuration

F.    Incident response policies

Answer: AC

QUESTION 40

An HR employee began having issues with a device becoming unresponsive after attempting to open an email attachment. When informed, the security analyst became suspicious of the situation, even though there was not any unusual behavior on the IDS or any alerts from the antivirus software. Which of the following BEST describes the type of threat in this situation?

A.    Packet of death

B.    Zero-day malware

C.    PII exfiltration

D.    Known virus

Answer: B

QUESTION 41

An organization wants to remediate vulnerabilities associated with its web servers. An initial vulnerability scan has been performed, and analysts are reviewing the results. Before starting any remediation, the analysts want to remove false positives to avoid spending time on issues that are not actual vulnerabilities. Which of the following would be an indicator of a likely false positive?

A.    Reports show the scanner compliance plug-in is out-of-date.

B.    Any items labeled `low’ are considered informational only.

C.    The scan result version is different from the automated asset inventory.

D.    HTTPS entries indicate the web page is encrypted securely.

Answer: B

QUESTION 42

Company A permits visiting business partners from Company B to utilize Ethernet ports available in Company A’s conference rooms. This access is provided to allow partners the ability to establish VPNs back to Company B’s network. The security architect for Company A wants to ensure partners from Company B are able to gain direct Internet access from available ports only, while Company A employees can gain access to the Company A internal network from those same ports. Which of the following can be employed to allow this?

A.    ACL

B.    SIEM

C.    MAC

D.    NAC

E.    SAML

Answer: A
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