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QUESTION 13

A cybersecurity analyst has received the laptop of a user who recently left the company. The analyst types `history’ into the prompt, and sees this line of code in the latest bash history:



This concerns the analyst because this subnet should not be known to users within the company. Which of the following describes what this code has done on the network?

A.    Performed a ping sweep of the Class C network.

B.    Performed a half open SYB scan on the network.

C.    Sent 255 ping packets to each host on the network.

D.    Sequentially sent an ICMP echo reply to the Class C network.
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QUESTION 7

An organization is requesting the development of a disaster recovery plan. The organization has grown and so has its infrastructure. Documentation, policies, and procedures do not exist. Which of the following steps should be taken to assist in the development of the disaster recovery plan?

A.    Conduct a risk assessment.

B.    Develop a data retention policy.

C.    Execute vulnerability scanning.

D.    Identify assets.
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QUESTION 1

Which of the following BEST describes the offensive participants in a tabletop exercise?

A.    Red team

B.    Blue team

C.    System administrators

D.    Security analysts

E.    Operations team
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