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NEW QUESTION 941

A security engineer is performing a routine audit of a company’s decommissioned devices. The current process involves a third-party firm removing the hard drive from a company device, wiping it using a seven-pass software placing it back into the device and tagging the device for reuse or disposal. The audit reveals sensitive information is present m the hard drive duster tips. Which of the following should the third-party firm implement NEXT to ensure all data is permanently removed?

A.    Degauss the drives using a commercial tool,

B.    Scramble the file allocation table.

C.    Wipe the drives using a 21-pass overwrite.

D.    Disable the logic board using high-voltage input.
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NEW QUESTION 871

A cloud architect is moving a distributed system to an external cloud environment. The company must be able to:

– Administer the server software at OS and application levels.

– Show the data being stored is physically separated from other tenants.

– Provide remote connectivity for MSSPs.

Which of the following configurations and architectures would BEST support these requirements?

A.    Private PaaS.

B.    Single-tenancy IaaS.

C.    Hybrid SaaS.

D.    Multitenancy DBaaS.
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NEW QUESTION 841

An aircraft manufacturer is developing software that will perform automatic flight control (auto-pilot). Given the high safety criticality of the software, the developer can BEST prove software correctness to a requirement’s specification by employing ____.

A.    static code analyzers

B.    formal methods

C.    test harnesses

D.    dynamic analysis methods
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NEW QUESTION 791

A cybersecurity engineer analyst a system for vulnerabilities. The tool created an OVAL. Results document as output. Which of the following would enable the engineer to interpret the results in a human readable form? (Choose two.)

A.    Text editor.

B.    OOXML editor.

C.    Event Viewer.

D.    XML style sheet.

E.    SCAP tool.

F.    Debugging utility.
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NEW QUESTION 730

Within change management, which of the following ensures functions are earned out by multiple employees?

A.    Least privilege.

B.    Mandatory vacation.

C.    Separator of duties.

D.    Job rotation.
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NEW QUESTION 700

A company is implementing a new secure identity application, given the following requirements:

– The cryptographic secrets used in the application must never be exposed to users or the OS.

– The application must work on mobile devices.

– The application must work with the company’s badge reader system.

Which of the following mobile device specifications are required for this design? (Choose two.)

A.    Secure element

B.    Biometrics

C.    UEFI

D.    SEAndroid

E.    NFC

F.    HSM
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NEW QUESTION 591

A company recently experienced a security incident in which its domain controllers were the target of a DoS attack. In which of the following steps should technicians connect domain controllers to the network and begin authenticating users again?

A.    Preparation

B.    Identification

C.    Containment

D.    Eradication

E.    Recovery

F.    Lessons learned
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NEW QUESTION 567

Following a recent and very large corporate merger, the number of log files an SOC needs to review has approximately tripled. The Chief Information Security Officer (CISO) has not been allowed to hire any more staff for the SOC, but is looking for other ways to automate the log review process so the SOC receives less noise. Which of the following would BEST reduce log noise for the SOC?

A. SIEM filtering

B. Machine learning

C. Outsourcing

D. Centralized IPS
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NEW QUESTION 500

An analyst is investigating behavior on a corporate-owned, corporate-managed mobile device with application whitelisting enabled, based on a name string. The employee to whom the device is assigned reports the approved email client is displaying warning messages that can launch browser windows and is adding unrecognized email addresses to the “compose” window. Which of the following would provide the analyst the BEST chance of understanding and characterizing the malicious behavior?

A.    Reverse engineer the application binary.

B.    Perform static code analysis on the source code.

C.    Analyze the device firmware via the JTAG interface.

D.    Change to a whitelist that uses cryptographic hashing.

E.    Penetration test the mobile application.
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NEW QUESTION 474

The Chief Financial Officer (CFO) of a major hospital system has received a ransom letter that demands a large sum of cryptocurrency be transferred to an anonymous account. If the transfer does not take place within ten hours, the letter states that patient information will be released on the dark web. A partial listing of recent patients is included in the letter. This is the first indication that a breach took place. Which of the following steps should be done FIRST?

A.    Review audit logs to determine the extent of the breach.

B.    Pay the hacker under the condition that all information is destroyed.

C.    Engage a counter-hacking team to retrieve the data.

D.    Notify the appropriate legal authorities and legal counsel.
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NEW QUESTION 444

After the departure of a developer under unpleasant circumstances, the company is concerned about the security of the software to which the developer has access. Which of the following is the BEST way to ensure security of the code following the incident?

A.    Hire an external red tem to conduct black box testing.

B.    Conduct a peer review and cross reference the SRTM.

C.    Perform white-box testing on all impacted finished products.

D.    Perform regression testing and search for suspicious code.
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NEW QUESTION 411

A security engineer is deploying an IdP to broker authentication between applications. These applications all utilize SAML 2.0 for authentication. Users log into the IdP with their credentials and are given a list of applications they may access. One of the application’s authentications is not functional when a user initiates an authentication attempt from the IdP. The engineer modifies the configuration so users browse to the application first, which corrects the issue. Which of the following BEST describes the root cause?

A.    The application only supports SP-initiated authentication.

B.    The IdP only supports SAML 1.0.

C.    There is an SSL certificate mismatch between the IdP and the SaaS application.

D.    The user is not provisioned correctly on the IdP.
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NEW QUESTION 381

Users have been reporting unusual automated phone calls, including names and phone numbers, that appear to come from devices internal to the company. What of the following should the systems administrators do to BEST address this problem? (Choose two.)

A.    Add an ACL to the Firewall to block VoIP.

B.    Change the settings on the phone system to use SIP-TLS.

C.    Have the phones download new configuration over TFTP.

D.    Enable QoS configuration on the phone VLAN.
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