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QUESTION 81

Which of the following can influence the monthly service fee Company A pays for Company B to host their cloud, such that Company A might pay more per month as their company grows?

A.    Amount of data stored

B.    Connectivity speed

C.    Confidentiality of the data

D.    Uptime requirements



Answer: A

QUESTION 82

Which of the following is a drawback of direct cost when implementing cloud computing?

A.    It cannot be applied to IaaS.

B.    It is complex.

C.    It is less accurate.

D.    It only works with SaaS.

Answer: C

QUESTION 83

Which of the following is one way to mitigate the issue of non-secure communication methods used by cloud providers?

A.    Insist that the provider switch to secure protocols, such as SSH instead of Telnet.

B.    Insist that the provider use authentication to connect to the non-secure applications.

C.    Insist that the provider place firewalls and routers at the border of the cloud environment.

D.    Insist that the provider implement username/password on all protocols.

Answer: A

QUESTION 84

Which of the following types of organizations would NOT benefit from cloud computing due to legal requirements?

A.    Online library

B.    Social media sites

C.    Large marketing agencies

D.    Medical facility

Answer: D

QUESTION 85

A company decides to reduce its IT labor force by hiring an external company to manage various aspects of IT administration, such as software patch management, desktop virtualization, and remote network maintenance. The company will still retain technicians for maintenance and storage administration. Which of the following services has this company implemented?

A.    Outsourcing

B.    Virtualization

C.    PaaS

D.    IaaS

Answer: A

QUESTION 86

Which of the following processes should be implemented to validate the application security of the cloud provider’s SaaS application?

A.    Periodic integrity testing

B.    Periodic penetration testing

C.    Review of operating system configuration

D.    Application load testing

Answer: B

QUESTION 87

Which of the following would represent a successful implementation of a cloud service strategy?

A.    An organization has identified services, investments, partners, and delivery channels designed to meet requirements.

B.    An organization has identified patterns of business activities that use services and manage activities to influence demand.

C.    An organization has managed the investment portfolio for services available to users of the cloud services.

D.    An organization has managed budgeting and accounting for cloud services needed for the organization.

Answer: A

QUESTION 88

Which of the following BEST describes the properly of cloud computing that enables services to be readily on hand?

A.    Integrity

B.    Confidentiality

C.    Availability

D.    Scalability

Answer: C

QUESTION 89

A legal hold has been requested on an employee’s mailbox by the company’s legal office. The company IT group is unable to implement the legal hold since the email system has recently been outsourced to the cloud. Which of the following has the company failed to consider when migrating the email service to the cloud?

A.    Business continuity plan

B.    Email restoration process

C.    Archival procedures

D.    Retention policy

Answer: D

QUESTION 90

Digital identities for logging onto SaaS solutions should be issued by all the following EXCEPT: ____.

A.    A third-party identity provider

B.    The customer organization

C.    The SaaS provider

D.    A user

Answer: D

QUESTION 91

Why is it important to consider the cloud ecosystem when developing applications?

A.    Cloud providers will do application development.

B.    The development process needs to change.

C.    The role of the IT department will change.

D.    This can speed up the development process.

Answer: D

QUESTION 92

Which of the following actions should a company take if a cloud computing provider ceases to uphold their contract?

A.    Consult the company’s exit plan.

B.    Move the company data to the backup provider that was selected earlier.

C.    Re-host all critical applications on the company’s internal servers.

D.    Evaluate the company’s strategic options for an alternative provider

Answer: A

QUESTION 93

Which of the following consequences does IT outsourcing and cloud computing have in common?

A.    Involvement of external staff

B.    Improved flexibility

C.    Reduced expense

D.    Shorter time to market

Answer: A

QUESTION 94

Which of the following is an important new skill for an IT organization to develop in the context of cloud computing?

A.    Provisioning services

B.    Incident management

C.    Technology upgrade monitoring

D.    Security and risk management

Answer: A

QUESTION 95

Which of the following is the function of orchestration services?

A.    Assemble functional requirements for application development

B.    Configure application clusters with Web services

C.    Enable and disable load balancers

D.    Manage the starting and stopping of application server clusters

Answer: D

QUESTION 96

Which of the following is a reason for business users lo be interested in cloud computing?

A.    Desire for vendor lock-in reduction

B.    Desire for improved security

C.    Desire for improved user experience

D.    Desire for reducing compliance issues

Answer: C

QUESTION 97

Which of the following is important to standardize?

A.    Information standards and applications

B.    User names and hardware providers

C.    Virtual machine images and applications

D.    Virtual machine images and identity information standards

Answer: D

QUESTION 98

Cloud computing ____ capital cost to variable cost.

A.    increases

B.    reduces

C.    shifts

D.    equates

Answer: C

QUESTION 99

Privacy is the right of ____ to selectively disclose information about ____ and restrict the further use of that information by any party.

A.    companies, others

B.    companies, themselves

C.    individuals, others

D.    individuals, themselves

Answer: D

QUESTION 100

Which of the following IT processes is likely to become more important due to the adoption of cloud computing?

A.    Capacity management

B.    Troubleshooting management

C.    Project management

D.    Request fulfillment management

Answer: A
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