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QUESTION 1341

A company has just implemented VoIP. Prior to the implementation, all of the switches were upgraded to layer 3 capable in order to more adequately route packages. This is an example of which of the following network segmentation techniques?

A.    Compliance implementation

B.    Separate public/private newtorking

C.    Honeypot implementation

D.    Performance optimization



Answer: D

QUESTION 1342

A malicious student is blocking mobile devices from connecting to the internet when other students are in the classroom. Which of the following is the malicious student implementing?

A.    Removing the AP from the classroom

B.    ACL

C.    Jamming

D.    Firewall

E.    IPS

Answer: C

QUESTION 1343

A technician configures a firewall in the following manner in order to allow HTTP traffic:

– Source IP Zone: Any Untrust

– Dest IP Zone: Any DMZ

– 80 Port Action: Allow

The organization should upgrade to which of the following technologies to prevent unauthorized traffic from traversing the firewall?

A.    HTTPS

B.    Stateless packet inspection

C.    Intrusion detection system

D.    Application aware firewall

Answer: D

QUESTION 1344

Exploiting a weakness in a user’s wireless headset to compromise the mobile device is known as which of the following?

A.    Multiplexing

B.    Zero-day attack

C.    Smurfing

D.    Bluejacking

Answer: D

QUESTION 1345

A technician is concerned about security and is asked to set up a network management protocol. Which of the following is the best option?

A.    SLIP

B.    SNMPv3

C.    TKIP

D.    SNMPv2

Answer: B

QUESTION 1346

A network technician wants to allow HTTP traffic through a stateless firewall. The company uses the 192.168.0.0/24 network. Which of the following ACL should the technician configure? (Select TWO.)

A.    PERMIT SRCIP: 192.168.0.0/24

SPORT: 80

DSTIP: 192.168.0.0/24

DPORT: 80

B.    PERMIT SRCIP: 192.168.0.0/24

SPORT: ANY

DSTIP: ANY

DPORT: 80

C.    PERMIT SRCIP: ANY

SPORT: 80

DSTIP: 192.168.0.0/24

DPORT: ANY

D.    PERMIT SRCIP: ANY

SPORT: 80

DSTIP: 192.168.0.0/24

DPORT: 80

E.    PERMIT SRCIP: 192.168.0.0/24

SPORT: 80

DSTIP: ANY

DPORT: 80

Answer: BE

QUESTION 1347

A network technician has been asked to make the connections necessary to add video transported via fiber optics to the LAN within a building. Which of the following is the MOST common connector that will be used on the switch to connect the media converter?

A.    FDDI

B.    Fiber coupler

C.    MT-RJ

D.    ST

Answer: D

QUESTION 1348

Which of the following protocols is considered a hybrid routing protocol?

A.    OSPF

B.    RIPv2

C.    IS-IS

D.    BGP

E.    EIGRP

Answer: E

QUESTION 1349

Ann, an employee, has properly connected her personal wireless router to a network jack in her office. The router is unable to get a DHCP address though her corporate laptop can get a DHCP address when connected to the same jack. Ann checks the router configuration to ensure it is configured to obtain a DCHP address. Which of the following is the MOST likely reason why the router is not receiving a DHCP address?

A.    The administrator has enabled DHCP snooping on the network.

B.    The administrator is blocking DHCP requests that originate from access points.

C.    The administrator is blocking the wireless router’s MAC address using MAC filtering.

D.    The administrator has implemented a feature that only allows white-listed MAC addresses.

Answer: D

QUESTION 1350

As part of unified communications services, QoS must be implemented. DSCP and CoS map to which of the following OSI layers? (Select TWO.)

A.    Layer 1

B.    Layer 2

C.    Layer 3

D.    Layer 4

E.    Layer 5

Answer: BC

QUESTION 1351

A technician is troubleshooting a newly installed WAP that is sporadically dropping connections to devices on the network. Which of the following should the technician check FIRST?

A.    WAP placement

B.    Encryption type

C.    Bandwidth saturation

D.    WAP SSID

Answer: A

QUESTION 1352

A network technician responds to a customer reporting that a workstation keeps losing its network connection. The user explains that it occurs randomly and it happens several times throughout the day. Which of the following troubleshooting methods should the technician perform FIRST?

A.    Test the theory

B.    Establish a plan of action

C.    Gather information

D.    Question the obvious

Answer: C

QUESTION 1353

A user reports slow computer performance. A technician troubleshooting the issue uses a performance monitoring tool and receives the following results:

– Avg % Processor Time = 10%

– Avg Pages/Second = 0

– Avg Disk Queue Length = 3

Based on the results, which of the following is causing a bottleneck?

A.    Hard drive

B.    Memory

C.    Processor

D.    NIC

Answer: A

QUESTION 1354

A technician has responded to a security issue with an employee’s computer. Which of the following basic forensic steps should be taken NEXT?

A.    Secure the area

B.    Initiate Data collection

C.    Create the forensics report

D.    Verify the chain of custody

Answer: A

QUESTION 1355

A network technician has downloaded the latest vendor switch O/S. which includes new features and enhancements. Which of the following should the technician perform FIRST when updating the switches?

A.    Backup the current configuration for each switch

B.    Install during non-business hours to test the system

C.    Test the O/S on one of the production switches

D.    Power cycle the company’s border router

Answer: A

QUESTION 1356

Which of the following protocols is used to send mail to another server on the Internet?

A.    RTP

B.    SNMP

C.    POP

D.    SMTP

Answer: D

QUESTION 1357

Which of the following ports is used to provide secure sessions over the web by default?

A.    22

B.    25

C.    80

D.    5004

Answer: A

QUESTION 1358

An attack where the potential intruder tricks a user into providing sensitive information is known as which of the following?

A.    Social engineering

B.    Bluesnarfing

C.    Man-in-the-middle

D.    Evil Twin

Answer: A

QUESTION 1359

After an employee connected a switch port of a home router to the wall jack in the office, other employees in the office started losing connectivity. Which of the following can be implemented on the company switch to prevent loss of connectivity in the future?

A.    Loop prevention

B.    ARP inspections

C.    DHCP snooping

D.    MAC address filtering

Answer: A

QUESTION 1360

An administrator hosts all of the company’s virtual servers internally. In the event of total server failure, the server images can be restored on a cloud provider and accessed through the VPN. Which of the following cloud services is the administrator using?

A.    Community PaaS

B.    Public Iaas

C.    Hybrid Saas

D.    Private Iaas

Answer: B
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