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QUESTION 271

Which of the following is improved by choosing cloud computing versus traditional IT infrastructure outsourcing?

A.    Resource spending

B.    Legal requirements

C.    Employee morale

D.    Controllable response time



Answer: A

QUESTION 272

Which of the following organizations are MOST liking to consider confidentiality requirements before implementing a backup and disaster recovery cloud solution?

A.    An advertising company

B.    A public library

C.    A recreational park district

D.    A hospital and outpatient facility

Answer: D

QUESTION 273

A company’s IT department currently spends several hours a day maintaining the hardware of the database server. The company migrates the server to the cloud. Which of the following job responsibilities of the IT department has been MOST impacted by this change?

A.    Service Strategy

B.    Service Operation

C.    Service Design

D.    Service Transition

Answer: B

QUESTION 274

Which of the following is a difference between cloud computing and visualization when implementing IaaS?

A.    All hardware is maintained on-site by current IT staff and managers

B.    Both a cloud and a virtual solution will provide additional programmers for application development

C.    Boxed, retail versions of office suite software must be used for consistent licensing

D.    Cloud computing may use visualization, while visualization does not require cloud services

Answer: D

QUESTION 275

Which of the following is a negative business impact of cloud computing?

A.    It lowers the company’s overall application processing availability.

B.    It is difficult to implement problem management.

C.    It is more difficult to ensure policy compliance.

D.    It slows down the company’s ability to deal with server capacity issues.

Answer: C

QUESTION 276

Google Apps is a set of online applications allowing users to create and share documents and spreadsheets. This is an example of: ____.

A.    PaaS

B.    SaaS

C.    IaaS

D.    None of the above

Answer: B

QUESTION 277

How can cloud computing help reduce integrity risks?

A.    Cloud computing makes it easier to have a backup available.

B.    Cloud computing makes it easier to monitor access and usage of data.

C.    Cloud computing makes it easier to give people access to data in the cloud.

D.    Cloud computing makes it easier to have redundancy capabilities.

Answer: A

QUESTION 278

Which of the following must be implemented by a cloud provider to ensure that different entities can authenticate and share basic user accounting information?

A.    Scalability

B.    Federation

C.    Virtualization

D.    Self service

Answer: C

QUESTION 279

Company A has a SaaS cloud that hosts their office suite software. Company B has an IaaS cloud that provides all their server hardware, including the server hosting their office suite software. Which of the following is a similarity between both company’s clouds?

A.    Backups synchronize with the hot site

B.    Servers are on-site

C.    Software is hosted

D.    Multiple servers are clustered

Answer: A

QUESTION 280

Elastic computing is important to businesses as it relates to which of the following cloud characteristics?

A.    Scalability

B.    Security

C.    Integrity

D.    Distribution

Answer: C

QUESTION 281

An administrator is working on a guest operating system and needs access to the CD-ROM drive from the host operating system to install a driver. Which of the following describes what the administrator should use to accomplish this goal?

A.    Remote hypervisor access

B.    Resource redirection

C.    Resource pooling

D.    Dynamic resource allocation

Answer: B

QUESTION 282

Which of the following should a network administrator implement to logically segregate network traffic?

A.    NAT

B.    Supernetting

C.    VLAN

D.    Virtual switching

Answer: C

QUESTION 283

The corporate security department is recommending that the administrator deploys Type I hypervisor versus Type II. Which of the following is a security concern in regards to deploying a Type II hypervisor?

A.    Human error

B.    Performance benchmarks

C.    Additional software

D.    Administration time

Answer: C

QUESTION 284

Which of the following is a concern when migrating from a private cloud to a public cloud?

A.    Storage

B.    Limited visibility

C.    Security

D.    Performance

Answer: C

QUESTION 285

During the company’s last DR exercise, the administrator noticed that the backup site (Site B) was responding 35% slower to ICMP packets than the primary site (Site A). Which of the following tests can help the administrator determine the root cause of a slow network?

A.    Latency test

B.    Bandwidth test

C.    Load balancing test

D.    Replication test

Answer: A

QUESTION 286

Which of the following is the BEST technique an administrator can use to keep copies of various VM states while servers are online?

A.    Cold backup

B.    Snapshot

C.    Clone

D.    Disk image

Answer: B

QUESTION 287

Which of the following would be a good reason to perform a V2V migration?

A.    Network vendor change

B.    Host vendor change

C.    Hypervisor vendor change

D.    Storage vendor change

Answer: C

QUESTION 288

Which of the following are SAN protocols? (Select TWO.)

A.    Fibre Channel

B.    iSNS

C.    NFS

D.    iSCSI

E.    TCP/IP

F.    CIFS

Answer: AD

QUESTION 289

An administrator has access to the following tools: ping, tracert, ipconfig/ifconfig, and route. All of these can be used to troubleshoot which of the following?

A.    Zoning connections

B.    iSCSI connections

C.    Fibre channel connections

D.    FCoE

Answer: B

QUESTION 290

Virtual switches are: ____.

A.    Virtualized network switching devices.

B.    Used to differentiate network traffic with tags.

C.    Virtual machines that are on the same network.

D.    Physical switches running on the same network with virtual machines.

Answer: A

QUESTION 291

The BEST way to compare daily performance metrics against a “normal” operational metric is to first establish: ____.

A.    A standard metrics process

B.    An operational baseline

C.    An operational goal

D.    An analysis formula

Answer: B

QUESTION 292

After a sudden spike in traffic Anne, an administrator, notices many internal IP addresses are sending traffic to an external web server belonging to another company. Which of the following attacks may she be witnessing from her network?

A.    Phishing

B.    Man-in-the-middle

C.    Vishing

D.    Denial of service

Answer: D

QUESTION 293

Which of the following is often used by a certificate to keep the contents of the page confidential?

A.    3DES

B.    AES

C.    RSA

D.    RC4

Answer: C

QUESTION 294

An administrator is tasked with encrypting all Personally Identifiable Information (PII) within a cloud based database. Which of the following types of encryption will ensure that ONLY this type of information is encrypted while the rest of the database remains unencrypted?

A.    File and folder encryption

B.    Transport encryption

C.    Hard drive encryption

D.    Table encryption

Answer: D

QUESTION 295

Which of the following would be a deciding factor when choosing a multi-tenant cloud environment over a locally hosted virtual environment?

A.    Security

B.    Cost of ownership

C.    Litigation hold

D.    Standardization

Answer: B

QUESTION 296

A company decided to go with a cloud-based hosted email solution across all offices and wishes to make the transition as seamless as possible. Which of the following methods would provide the MOST seamless transition for end users?

A.    Non-SSL federation

B.    Access controls

C.    Multi-factor authentication

D.    Single sign-on

Answer: D

QUESTION 297

A software development team is looking for a sandbox environment to test new releases before deploying to production and has requested several virtual machines for this purpose. Which of the following virtual components could be utilized to help isolate these virtual machines from the production infrastructure?

A.    Shared storage

B.    One virtual CPU per virtual machine

C.    Shared memory

D.    Virtual NICs on a different network

Answer: D

QUESTION 298

Which of the following protocols would allow data to be transferred securely through the cloud?

A.    HTTP

B.    SMTP

C.    DHCP

D.    SFTP

Answer: D

QUESTION 299

Which of the following security methods would be used to harden a switch?

A.    IDS

B.    ACL

C.    VPN

D.    VLAN

Answer: B

QUESTION 300

A round robin is an example of which of the following methods of network optimization?

A.    LUN masking

B.    Load balancing

C.    Subnetting

D.    Multipathing

Answer: B
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