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QUESTION 141

Which of the following would help an organization’s IT department set their objectives and expectations for a cloud computing solution?

A.    Service Transition

B.    Service Operation

C.    Service Strategy

D.    Service Design



Answer: C

QUESTION 142

Which of the following is the BEST way to mitigate the security and privacy issues associated with cloud computing?

A.    Allowing only cloud administrators to have access to cloud resources

B.    Removing firewalls and access control routers from the network

C.    Implementation and enforcement of a comprehensive security policy

D.    Removing virtualized hardware from the organization

Answer: C

QUESTION 143

A software development company would like to deploy all of their application development using their own software to the cloud. The type of cloud they will MOST likely choose to implement is which of the following?

A.    XaaS

B.    IaaS

C.    SaaS

D.    PaaS

Answer: D

QUESTION 144

A company has hired a third party vendor to provide email and spam/anti-malware filtering services. The type of cloud service provided by the vendor is BEST described as which of the following?

A.    SaaS

B.    IaaS

C.    CaaS

D.    PaaS

Answer: A

QUESTION 145

Which of the following should be implemented to BEST roll out desktop images from a cloud network?

A.    Automation and self service

B.    Backup and recovery

C.    Federation

D.    Virtual servers

Answer: A

QUESTION 146

A technology manager is explaining the company’s latest move toward cloud computing. Which of the following statements would NOT be an example of cloud computing?

A.    The company is moving their email to a third party web application.

B.    The company is consolidating their 10 web servers to one physical server located in the datacenter.

C.    The company is going to leverage hosted servers to handle any additional processing power needed for the application developers.

D.    The employees will now access their hosted finance application via their web browser.

Answer: B

QUESTION 147

Which of the following can be deployed by a cloud provider to reduce storage costs?

A.    Journaling file systems

B.    Two-factor authentication

C.    Data de-duplication

D.    Data encryption

Answer: C

QUESTION 148

An organization has just gone to a start-up cloud provider for its entire infrastructure. Which of the following is one of the new organizational roles required at the cloud provider?

A.    Supply manager

B.    Commercial manager

C.    Infrastructure project manager

D.    Credit risk manager

Answer: C

QUESTION 149

Which of the following companies would BEST benefit from moving to a cloud service?

A.    A retail company that has a history of peaks and troughs throughout the year with its online shopping application.

B.    A family business that does not have any IT applications, but runs off manual processes and good customer service.

C.    A financial services company that is having a number of security issues with its customer internet banking platform.

D.    An insurance company that has a mature, low cost and efficient IT infrastructure that does not have significant change.

Answer: A

QUESTION 150

A cloud subscriber may come under certain security constraints when hosting sensitive data in the cloud due to government regulations. Which of the following is the BEST mitigating control that could be implemented by the cloud provider?

A.    Offer multi-tenancy software as a service with segregated physical infrastructure.

B.    Offer a single-tenancy software service with segregated virtualized infrastructure.

C.    Offer multi-tenancy software as a service with logically segregated infrastructure.

D.    Offer a single-tenancy software service with monitored intrusion detection systems.

Answer: B

QUESTION 151

Which of the following capabilities MUST a vendor be able to fulfill in order to provide a successful IaaS solution? (Select TWO.)

A.    Network maintenance

B.    Application development

C.    Web-based application maintenance

D.    Application configuration settings

E.    Physical security

Answer: AE

QUESTION 152

A company is trying to understand the IT service management impacts of adopting cloud computing as the delivery vehicle for a new service. Which of the following lifecycle phases would be likely to see these impacts evaluated?

A.    Strategy

B.    Operation

C.    Design

D.    Transition

Answer: A

QUESTION 153

A university has migrated several services from their internal infrastructure to a third-party cloud provider. Which of the following is MOST important to the university in order to ensure an appropriate security posture?

A.    Regular patching applied by the university

B.    Governance and oversight by the cloud provider

C.    Antivirus checks performed by the cloud provider

D.    SLA and metrics requested by the cloud provider

Answer: B

QUESTION 154

An external cloud service provider has been chosen by a financial company to deliver some capabilities that used to be performed in-house. Which of the following would provide the BEST amount of coverage to the financial company byway of continually asserting that there is an acceptable security posture being achieved by the service provider?

A.    Define required security service levels, agree on security evaluation criteria, and perform regular compliance checks based on the service levels and evaluation criteria.

B.    Perform a penetration test every 6 to 12 months and mandate that any unacceptably high issues or risks are mitigated.

C.    Perform a risk assessment annually and mandate that any unacceptably high risks are mitigated.

D.    Ensure that the service provider aligns to an industry standard, such as ISO 27000 series or another regulatory compliance framework and request that they self-monitor annually.

Answer: A

QUESTION 155

When an organization moves to a cloud service for IaaS the cost model changes. Which of the following illustrates that cost model?

A.    Move from an ongoing OPEX model for infrastructure to an ongoing service charge for the life of the infrastructure.

B.    Move from a depreciation model of infrastructure to a leasing model of infrastructure with bundled support and maintenance.

C.    Move from a CAPEX model for infrastructure to an ongoing OPEX charge with bundled support and ongoing maintenance.

D.    Move from an OPEX model for infrastructure to an ongoing CAPEX charge with bundled support and ongoing maintenance.

Answer: C

QUESTION 156

Which of the following is BEST used when setting up security for services being used within a public cloud?

A.    LDAP

B.    SFTP

C.    SNMP

D.    SSL

Answer: D

QUESTION 157

Which of the following cloud services would be used to rent hardware, computing and network space, and storage over the Internet?

A.    SaaS

B.    IaaS

C.    PaaS

D.    XaaS

Answer: B

QUESTION 158

In order to maintain strategic flexibility and the ability to bring a cloud system back internally, which of the following is the MOST important requirement in the contract?

A.    Yearly independent audit is performed to measure performance

B.    Cloud provider has ability to terminate contract

C.    One week timeframe for termination of service

D.    Cloud subscriber maintains ownership of their data

Answer: D

QUESTION 159

Which of the following characteristics of cloud computing describes the ability to grow easily in response to an increase in demand?

A.    Hardware independence

B.    Scalability

C.    Variability

D.    Security

Answer: B

QUESTION 160

As part of a critical SaaS application, one of the contractual statements by the cloud provider is a requirement to perform scheduled maintenance. This has a direct impact on which of the following?

A.    Service strategy

B.    Service transition

C.    Service operation

D.    Service design

Answer: C
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