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QUESTION 1791

A security administrator needs to implement a system that detects possible intrusions based upon a vendor provided list. Which of the following BEST describes this type of IDS?

A.    Signature-based

B.    Heuristic

C.    Anomaly-based

D.    Behavior-based



Answer: A

QUESTION 1792

The chief Security Officer (CSO) has reported a rise in data loss but no break ins have occurred. By doing which of the following is the CSO most likely to reduce the number of incidents?

A.    Implement protected distribution

B.    Empty additional firewalls

C.    Conduct security awareness training

D.    Install perimeter barricades

Answer: C

QUESTION 1793

During a data breach cleanup it is discovered that not all of the sites involved have the necessary data wiping tools. The necessary tools are quickly distributed to the required technicians, but when should this problem BEST be revisited?

A.    Reporting

B.    Preparation

C.    Mitigation

D.    Lessons Learned

Answer: D

QUESTION 1794

New magnetic locks were ordered for an entire building. In accordance with company policy, employee safety is the top priority. In case of a fire where electricity is cut, which of the following should be taken into consideration when installing the new locks?

A.    Fail safe

B.    Fault tolerance

C.    Fail secure

D.    Redundancy

Answer: A

QUESTION 1795

A security administrator is trying to encrypt communication. For which of the following reasons should administrator take advantage of the Subject Alternative Name (SAM) attribute of a certificate?

A.    It can protect multiple domains

B.    It provides extended site validation

C.    It does not require a trusted certificate authority

D.    It protects unlimited subdomains

Answer: B

QUESTION 1796

After a merger between two companies a security analyst has been asked to ensure that the organization’s systems are secured against infiltration by any former employees that were terminated during the transition. Which of the following actions are MOST appropriate to harden applications against infiltration by former employees? (Select TWO.)

A.    Monitor VPN client access

B.    Reduce failed login out settings

C.    Develop and implement updated access control policies

D.    Review and address invalid login attempts

E.    Increase password complexity requirements

F.    Assess and eliminate inactive accounts

Answer: CF

QUESTION 1797

A new mobile application is being developed in-house. Security reviews did not pick up any major flaws, however vulnerability scanning results show fundamental issues at the very end of the project cycle. Which of the following security activities should also have been performed to discover vulnerabilities earlier in the lifecycle?

A.    Architecture review

B.    Risk assessment

C.    Protocol analysis

D.    Code review

Answer: D

QUESTION 1798

A security administrator is creating a subnet on one of the corporate firewall interfaces to use as a DMZ which is expected to accommodate at most 14 physical hosts. Which of the following subnets would BEST meet the requirements?

A.    192.168.0.16 255.25.255.248

B.    192.168.0.16/28

C.    192.168.1.50 255.255.25.240

D.    192.168.2.32/27

Answer: B

QUESTION 1799

A company has a security policy that specifies all endpoint computing devices should be assigned a unique identifier that can be tracked via an inventory management system. Recent changes to airline security regulations have cause many executives in the company to travel with mini tablet devices instead of laptops. These tablet devices are difficult to tag and track. An RDP application is used from the tablet to connect into the company network. Which of the following should be implemented in order to meet the security policy requirements?

A.    Virtual desktop infrastructure (IDI)

B.    WS-security and geo-fencing

C.    A hardware security module (HSM)

D.    RFID tagging system

E.    MDM software

F.    Security Requirements Traceability Matrix (SRTM)

Answer: E

QUESTION 1800

The security administrator receives an email on a non-company account from a coworker stating that some reports are not exporting correctly. Attached to the email was an example report file with several customers’ names and credit card numbers with the PIN. Which of the following is the BEST technical controls that will help mitigate this risk of disclosing sensitive data?

A.    Configure the mail server to require TLS connections for every email to ensure all transport data is encrypted

B.    Create a user training program to identify the correct use of email and perform regular audits to ensure compliance

C.    Implement a DLP solution on the email gateway to scan email and remove sensitive data or files

D.    Classify all data according to its sensitivity and inform the users of data that is prohibited to share

Answer: C
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