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QUESTION 1

After an administrator successfully migrated the last physical application server to a virtual environment, the help desk reported slow performance. Which of the following should the administrator have done FIRST before migrating this server?

A.    Apply operating system patches to the application server after the migration.

B.    Contact the vendor to see if the application is supported in a virtual environment.

C.    Take a backup of the application server after the migration.

D.    Migrate the application server in a test environment and have users test it.



Answer: B

QUESTION 2

Which of the following would be used to establish a dedicated connection in a hybrid cloud environment?

A.    CHAP

B.    AES

C.    PKI

D.    VPN

Answer: D

QUESTION 3

An administrator deployed a DaaS cloud delivery model for a financial institution and implemented a data encryption technology using AES cryptography. Which of the following should the administrator implement NEXT?

A.    Access controls

B.    RC5

C.    SSL

D.    Zoning

Answer: A

QUESTION 4

An administrator deployed ten application servers from a single VM template. A senior administrator notices that these ten VMs are not using their resources efficiently. Which of the following is MOST likely the issue with the new servers?

A.    The dynamic resource pool is malfunctioning.

B.    The server is missing security patches.

C.    The VM servers were not properly configured.

D.    There are insufficient resources available on the host.

Answer: C

QUESTION 5

Which of the following storage technologies is file-based?

A.    WAN

B.    DAS

C.    SAN

D.    NAS

Answer: D

QUESTION 6

Which of the following storage technologies can leverage switches in its implementation?

A.    HBA

B.    DAS

C.    SCSI

D.    SAN

Answer: D

QUESTION 7

Which of the following RAID configuration would be used to accomplish disk mirroring with two disks?

A.    RAID 0

B.    RAID 1

C.    RAID 5

D.    RAID 10

Answer: B

QUESTION 8

Which of the following only uses Fibre Channel to implement a storage infrastructure?

A.    NFS

B.    SAN

C.    NAS

D.    SMB

Answer: B

QUESTION 9

Which of the following solutions primarily relies on private cloud resources but may use public cloud resources based on capacity requirements?

A.    Rapid deployment

B.    Cloud bursting

C.    Multi-tenancy

D.    Pay-as-you-grow

Answer: B

QUESTION 10

An employee is asked to run an instance of a Linux OS while booted up in a Windows OS. Which of the following types of virtualization would be used to meet this requirement?

A.    Type I

B.    Type II

C.    Bare Metal

D.    Native

Answer: B

QUESTION 11

A small startup wins a contest giving them advertising time during a major sporting event. Which of the following cloud characteristics should be in place to handle the possible spike in demand?

A.    Shared disk space

B.    Elasticity

C.    Scalability

D.    Shared memory

Answer: B

QUESTION 12

Which of the following components should be virtualized and added to cloud infrastructure to ensure virtual servers are only able to access the volumes assigned to them?

A.    NAS

B.    DAS

C.    LUN

D.    HBA

Answer: D

QUESTION 13

Which of the following can be used to protect data integrity when information is being written to a SAN from multiple clients?

A.    Port Zoning

B.    SAN Zoning

C.    LUN Masking

D.    Multipathing

Answer: C

QUESTION 14

Several servers are connected to a SAN using three storage devices and FCoE for transmissions. These servers only need to access one SAN device. All servers, the SAN, and the HBA are virtualized. Which of the following should be used to ensure access is controlled appropriately between devices? (Select TWO.)

A.    LUN Masking

B.    Hard Zoning

C.    Supernetting

D.    Soft Zoning

E.    Subnetting

Answer: AD

QUESTION 15

An administrator is called in to determine why a virtual desktop has been unable to connect to the corporate network. Which of the following should be run to determine if the adapter is enabled? (Select TWO.)

A.    ipconfig

B.    netstat

C.    ping

D.    ifconfig

E.    iwconfig

Answer: AD

QUESTION 16

Which of the following should be installed on VMs to report and take action against potential threats?

A.    NIDS

B.    HIPS

C.    NIPS

D.    HIDS

Answer: B

QUESTION 17

Which of the following will explain why only some of the CPU cycles are available to a virtualized server using two virtualized processors?

A.    Extra processing is needed to store encryption keys used for secure transmission between the server and the network.

B.    Additional processing is used to run ports and services not turned off through the process of server hardening.

C.    Some processing is required for operational overhead on the processor and between the physical and virtualized processors.

D.    Significant processing is used to create and maintain the cache on multi-core processors.

Answer: C

QUESTION 18

Which of the following would be used to prove the existence of vulnerabilities on a network?

A.    Penetration testing

B.    Vulnerability assessment

C.    Business impact analysis

D.    Risk assessment

Answer: A

QUESTION 19

Which of the following is MOST likely to be retrieved from an individually addressable blob?

A.    An object ID

B.    A hash

C.    A sequence number

D.    An image

Answer: D

QUESTION 20

Which of the following is true about a Type II hypervisor?

A.    It requires a primary hypervisor to function properly.

B.    It implements stronger security controls than a Type I supervisor at the same patch level.

C.    It provides slower performance than a Type I hypervisor installed on the same hardware.

D.    It provides direct hardware access through the use of specialized drivers.

Answer: C

QUESTION 21

A technician wants to configure a server for storage redundancy so that if any two of the four drives fail, the server is still operational. Which of the following should the technician configure?

A.    RAID 0

B.    RAID 1

C.    RAID 5

D.    RAID 6

Answer: D

QUESTION 22

A technician wants to isolate storage from other network traffic. Which of the following MUST the technician implement to ensure storage traffic is securely segregated?

A.    VLAN

B.    VMFS

C.    PAT

D.    NTFS

Answer: A

QUESTION 23

Although the SAN appears to be running without any problems, the technician is unable to reach the SAN’s web enabled management interface. Which of the following tools can the technician use to QUICKLY find where the communication failure occurred?

A.    arp

B.    traceroute

C.    ping

D.    ipconfig

Answer: B

QUESTION 24

Network statistics show that the 1Gbps switch port used for storage traffic is fully saturated. Which of the following switch technologies can be used to provide twice the bandwidth?

A.    NAT

B.    Multipathing

C.    Link aggregation

D.    VLAN

Answer: C

QUESTION 25

A technician wants to remotely gather a list of all the software running on the client PCs throughout the organization. Which of the following should be used to gather this information?

A.    WMI

B.    SQL

C.    Syslog

D.    SNMP

Answer: A

QUESTION 26

A small business is moving ten physical servers to the cloud. Which of the following should the cloud provider implement to ensure that all ten servers can dynamically share memory resources with other tenants as needed while not interfering with the other tenants?

A.    Soft limits

B.    Load balancing

C.    Resource pooling

D.    Caching

Answer: C

QUESTION 27

Students in a virtual lab must be able to upload and download homework assignments from personal external storage devices to their virtual desktops. Which of the following should the lab administrator implement to allow students to upload files?

A.    Resource pooling

B.    Secure FTP

C.    Storage quotas

D.    Port mapping

Answer: D

QUESTION 28

Which of the following detection controls can be used to identify an unauthorized individual who accessed a remote network share?

A.    Obfuscation

B.    Authentication

C.    Log review

D.    LUN masking

Answer: C

QUESTION 29

The performance logs on a virtualization server show a large number of pages being written to disk at a high rate. Which of the following should the technician do?

A.    Increase the amount of swap space on the disk

B.    Increase the amount of physical memory

C.    Install and provision additional disk space

D.    Allocate additional CPU power to the guests

Answer: B

QUESTION 30

Which of the following allows a network device to process storage traffic without significant delays, even if the amount of other network traffic has saturated the link?

A.    Caching

B.    Jumbo frames

C.    Load balancing

D.    QoS

Answer: D
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