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NEW QUESTION 1351

A technician wants to deploy a solution that will detect and prevent sensitive information from being saved on external storage. Which of the following should the technician implement?

A.    IPS

B.    FTPS

C.    TPM

D.    DLP



Answer: C

NEW QUESTION 1352

A technician recently removed a malware infection from a client’s computer. After removing the computer from the network, the technician used an approved customized tool to remove the malware, then updated the antivirus suite, and performed a scan that reported the system was clean. A week later, the client reports the same malware infection has returned. Which of the following is MOST likely the cause of the reinfection?

A.    The technician did not disable the System Restore utility.

B.    The technician ran the malware remover before the antivirus scan.

C.    The technician did not install a second antivirus suite to complement the first suite.

D.    The technician did not put the computer back onto the network.

Answer: A

NEW QUESTION 1353

When starting a computer, a technician notices the computer displays a blue screen and reboots after POST. The technician completed several updates prior to encountering the blue screen. Which of the following tools would the technician use to resolve this issue?

A.    Disk Management

B.    Secure Boot

C.    System Restore

D.    msconfig

E.    fixboot

Answer: C

NEW QUESTION 1354

The office of admissions at a university has requested that all staff desktops be replaced with laptops. The staff members frequently go off-site for recruitment purposes and handle sensitive information. The technician is concerned about data leaks if a laptop is stolen. Which of the following is the BEST practice to use in this scenario?

A.    Cable locks

B.    Biometric security

C.    Data encryption

D.    Login time restriction

E.    LoJack

Answer: C

NEW QUESTION 1355

In Windows 8.1, \\E$ is an example of which of the following types of share?

A.    EFS

B.    Administrative

C.    Local

D.    NAS

Answer: B

NEW QUESTION 1356

A home server rack is being installed in the computer room and is outfitted with a power distribution block. Which of the following safety precautions is required?

A.    Cable management

B.    Electrostatic discharge mat

C.    Equipment grounding

D.    Uninterruptible power supply

Answer: C

NEW QUESTION 1357

As part of a BYOD program, the organization requires BYOD users to register devices prior to using them on the organization’s network. The registration process logs a unique identifier assigned to every mobile phone produced. Which of the following must be collected during the registration process?

A.    IMEI

B.    MIMO

C.    IMSI

D.    MAPI

Answer: A

NEW QUESTION 1358

When working on a system, Joe, a technician, needs to prevent computer component failure by following a few simple rules. Joe is handling internal components but is not using an ESD strap. After opening the computer, which of the following should Joe do NEXT?

A.    Remove dust from the system

B.    Ground himself to the chassis

C.    Unplug the power cable

D.    Use an antistatic bag

Answer: B

NEW QUESTION 1359

A user has reported that when a document is being edited a pop-up appears and locks the workstation. The pop-up states that federal authorities have detected illegal copyrighted material on the workstation. The technician removes the malware and creates a restore point. Which of the following should the technician perform NEXT before closing the report?

A.    Contact the local computer emergency response team.

B.    Quarantine the workstation for possible infections.

C.    Train the user on safe Internet browsing.

D.    Restore to an earlier state and disable System Restore.

Answer: C

NEW QUESTION 1360

A technician is configuring settings on a Windows PC and wants to temporarily disable the UAC prompt. Which of the following Control Panel options would allow the technician to accomplish this task?

A.    Windows Firewall

B.    User Accounts

C.    Administrative Tools

D.    Parental Controls

Answer: B

NEW QUESTION 1361

A technician has a single computer that continually shuts down every evening for no apparent reason and must be turned on each day. The technician has verified hibernate and sleep settings do not exist on the computer and the computer power is not the problem. Which of the following would the technician use to troubleshoot the root cause of the random shut downs? (Choose two.)

A.    System Restore

B.    Event Viewer

C.    Safe mode

D.    System file checker

E.    Logs

F.    MSConfig

Answer: BE

NEW QUESTION 1362

A technician wants to secure a company’s laptops by preventing the USB flash drive from being used. Which of the following would be the BEST and FASTEST way for the technician to accomplish this goal?

A.    Use intrusion prevention systems

B.    Disable physical ports

C.    Uninstall USB drivers

D.    Install HIDS

Answer: B

NEW QUESTION 1363

A technician for a large accounting firm is in the process of delivering all assets for retired equipment to a third-party vendor. The equipment contains printers, laptops, desktops, and hard drives. Which of the following should the technician receive from the third-party vendor for audit and compliance purposes?

A.    Sensitive and proprietary data

B.    Certificate of destruction

C.    Equipment security logs

D.    Incident reports

Answer: B

NEW QUESTION 1364

After completing a fresh Windows 7 installation for a customer, a technician wants to ensure the OS files are hidden and protected from accidental deletion or alteration. Which of the following locations should the technician view to make this change?

A.    Control Panel -> folder options

B.    Insert Windows disc -> i386 folder

C.    Start menu -> run – REGEDIT

D.    Right-click desktop -> view

Answer: A

NEW QUESTION 1365

A mobile device user is concerned about security. The user wants to use multifactor authentication on the device. Which of the following would BEST accomplish this?

A.    Passcode lock and swipe lock

B.    Fingerprint lock and passcode lock

C.    Picture passcode and pin lock

D.    Face lock and fingerprint lock

Answer: B

NEW QUESTION 1366

A SOHO user calls a technician and reports that after an on-site technician replaced all of the ink cartridges in a printer, characters are not printing clearly. Which of the following is the BEST course of action for the technician to take NEXT?

A.    Reinstall the printer drivers.

B.    Train the user on how to calibrate the printer.

C.    Suggest the user replace the ink cartridges.

D.    Recommend replacing the printer.

Answer: B

NEW QUESTION 1367

When a user browses to a favorite website on a Windows laptop, a different website opens. A technician installs an additional web browser, but it also opens to the same unfamiliar site. The technician resets the web browser settings back to default, but the issue persists. Which of the following troubleshooting steps should the technician complete NEXT?

A.    Change the browser’s home page.

B.    Check the Windows host file.

C.    Update the default web browser.

D.    Restore Windows to a previous date.

Answer: B

NEW QUESTION 1368

A technician has received new computers to upgrade the marketing department on a large company. The old computers are to be refreshed and donated as part of company policy. Data contained on the drives needs to be inaccessible prior to donation. Which of the following methods BEST achieves this goal?

A.    Single drive wipe

B.    Degaussing

C.    Low-level format

D.    Multipass overwrite

Answer: D

NEW QUESTION 1369

A security administrator is developing workstation hardening standards. As part of the baseline, the administrator recommends implementing controls to mitigate risks associated with dictionary attacks. Which of the following would BEST meet the requirements of the administrator?

A.    Account lockout

B.    Login time restrictions

C.    Mobile tokenization

D.    Full-disk encryption

Answer: A

NEW QUESTION 1370

Which of the following BEST describes kernel panic?

A.    An OS feature that provides an administrator with the ability to override the boot sequence if fault detection has occurred.

B.    An OS call that results from rootkit malware being detected and the system rebooting in safe mode.

C.    A low-level OS function that handles any fatal errors by sending an image of the system’s memory to disk.

D.    A condition in the OS where low-level system calls are preempted by lower priority services, resulting in an unstable operating environment.

Answer: C

NEW QUESTION 1371
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