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QUESTION 201
An application is installed through the enterprise MDM application store. An upgrade is issued and a single device does not receive the upgrade as expected. Which of the following is the MOST likely cause?

A.    The user does not have a certificate installed.
B.    The user is assigned to the incorrect directory services group.
C.    The application store is unavailable or has experienced a temporary outage.
D.    The application was not signed.



Answer: B

QUESTION 202
An email password prompt appears on a device after a specific interval. Which of the following is the MOST likely cause?

A.    The email server was recently upgraded and mailbox configurations changed.
B.    The user’s mailbox has exceeded the corporate size limits.
C.    The device battery level is low, requiring charging in order to sync password information.
D.    A password was reset according to corporate security policy guidelines.

Answer: D

QUESTION 203
When addressing BYOD local backups, it is best practice to do which of the following?

A.    Restore the device to factory settings
B.    Allow personal backups at regular intervals
C.    Encrypt and password protect backups
D.    Save the backup to another source

Answer: C

QUESTION 204
A potential security breach has occurred that requires a device policy change to mitigate the risk. The default policy sync interval is four hours. Which of the following should occur immediately?

A.    Mobile administrator should manually push the changed policy to affected devices.
B.    Mobile administrator should allow the policy change to occur at the regularly scheduled interval.
C.    Mobile administrator should send a company-wide email alert.
D.    Mobile administrator should quarantine any affected devices.

Answer: A

QUESTION 205
Which of the following is required to leverage Kerberos for authentication to internal resources from an external mobile device?

A.    MDM
B.    Firewall
C.    SHA
D.    Gateway

Answer: D

QUESTION 206
If Android devices are synching email successfully, but iOS devices are not, which of the following is the MOST likely scenario?

A.    Firewall port blocking 25
B.    Firewall port blocking 2195-2196
C.    Firewall port blocking 5223-5225
D.    Firewall port blocking 5228

Answer: B

QUESTION 207
A solution which tracks and organizes the usage and cost of voice and data is referred to as: ____.

A.    TEM
B.    MaaS
C.    SaaS
D.    B2B

Answer: A

QUESTION 208
An MDM client was recently installed on a device. The user has reported decreased battery life. Which of the following can be edited to increase battery life?

A.    OS version
B.    Email push settings
C.    Password requirements
D.    Speaker settings

Answer: B

QUESTION 209
A user’s device has not checked-in with MDM for a long period of time. Which of the following would be the MOST likely cause?

A.    VPN is turned off
B.    Email account was removed
C.    PIN was changed
D.    MDM profile was removed

Answer: D

QUESTION 210
Ann, a user, is unable to login to the network from her mobile device. Which of the following is the FIRST step a help desk administrator should take to resolve this issue?

A.    Wipe Ann’s device
B.    Lock Ann’s device
C.    Verify password was entered correctly
D.    Reset Ann’s password

Answer: C

QUESTION 211
Which of the following is the BEST way to mitigate risk associated with a BYOD deployment?

A.    Content filtering
B.    Virtualization
C.    Containerization
D.    WPA2

Answer: C

QUESTION 212
Ann, a user, has removed or turned off the MDM solution on her device triggering an alert to the network administrator. The network administrator should respond by performing which of the following?

A.    Lock the device
B.    Wipe the device
C.    Quarantine the device
D.    Initiate company policy

Answer: D

QUESTION 213
If a user’s device is compromised, it is best practice to FIRST: ____.

A.    Wipe the device
B.    Capture the logs
C.    Lock the device
D.    Document the incident

Answer: B

QUESTION 214
Which of the following is the BEST way to ensure users de-provisioned from directory services are also de-provisioned from the MDM solution?

A.    Remove user certificate
B.    LDAP to MDM
C.    SCEP sync with MDM
D.    Re-enroll in MDM

Answer: B

QUESTION 215
Which of the following would help mitigate threats inherent in legacy operating systems?

A.    Using a telecommunications carrier
B.    Using a device hardware provider
C.    Using an OS vendor
D.    Using an MDM

Answer: D

QUESTION 216
Ann, a user, reports there is a power outage and she is unable to access the Internet or the company network. Which of the following would MOST likely cause this issue?

A.    Certificate expiration
B.    VPN failure
C.    WiFi is unavailable
D.    Device battery is low

Answer: C

QUESTION 217
It is possible to switch between which of the following technologies?

A.    GPRS and GSM
B.    LTE and TDMA
C.    EDGE and CSD
D.    GSM and WiMAX

Answer: A

QUESTION 218
Which of the following are considered part of a site coverage map? (Select TWO.)

A.    Capacity survey
B.    Wireless survey
C.    Cellular site survey
D.    Traffic routing
E.    Traffic shaping

Answer: BC

QUESTION 219
A network system that pushes a network identity out into the public Internet is known as which of the following?

A.    DNS
B.    DHCP
C.    TCP
D.    UDP

Answer: A

QUESTION 220
VPN transmitting data over secure connections is an example of which of the following layers of the OSI model?

A.    Layer 1
B.    Layer 4
C.    Layer 6
D.    Layer 7

Answer: B

QUESTION 221
HTTP is run over which of the following ports? (Select TWO.)

A.    25
B.    80
C.    110
D.    443
E.    8080

Answer: BE

QUESTION 222
Joe, a user, states that his email is no longer being delivered on his mobile device. Which of the following is MOST likely the issue?

A.    A port is blocked on MDM servers
B.    The device screen password is incorrect
C.    The public app store password is incorrect
D.    The email account password is locked out

Answer: D

QUESTION 223
Ann, a user, states she is not receiving a requested enterprise application. The administrator confirms all other users are able to receive applications without error. Which of the following is the MOST likely cause?

A.    Directory services group settings
B.    DMZ server connections
C.    Public app store settings
D.    Private app store settings

Answer: A

QUESTION 224
Joe, a user, is receiving errors from an application service indicating a token has been redeemed and is not available. Which of the following should the administrator check to determine the issue?

A.    Directory service settings
B.    MDM application store configuration
C.    DMZ server connections
D.    Private application store

Answer: B

QUESTION 225
A mobile administrator receives a call from Joe, an end user, who finished a successful iOS upgrade while traveling but none of his data was restored. Joe backed up his data before he left his home network. Which of the following would cause this issue?

A.    Joe’s synchronization software account has not been setup.
B.    The machine does not have Joe’s synchronization software installed.
C.    The mobile device backup was corrupt and unable to load.
D.    Joe ran out of signal strength during the restore.

Answer: B
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