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QUESTION 1421

The networking concept of split horizon is designed to prevent which of the following?

A.    Large routing tables

B.    Duplicate addresses

C.    Collisions

D.    Loops



Answer: D

QUESTION 1422

A company needs to implement stronger authentication, by adding an authentication factor to their wireless system, which currently only supports WPA with pre-shared keys. The backend authentication system supports EAP and TTLS. Which of the following should the network administrator implement?

A.    PKI with user authentication

B.    802.1x using EAP with MSCHAPv2

C.    WPA2 with a complex shared key

D.    MAC address filtering with IP filtering

Answer: B

QUESTION 1423

A client is concerned with theft of equipment from the datacenter. Which of the following would provide the highest level of physical security for the client?

A.    Cipher lock

B.    Proximity reader

C.    Magnetic key swipe

D.    Man trap

E.    CCTV

Answer: D

QUESTION 1424

An administrator would like to test out an open source based phone system prior to making an investment in hardware and phones. Which of the following should the administrator do to BEST test the software?

A.    Create virtual IP phones in a lab that utilize the STP protocol

B.    Deploy an open source VDI solution to create a testing lab

C.    Deploy new SIP appliances and connect to it with the open source phone applications

D.    Create a virtual PBX and connect to it with SIP phone applications

Answer: D

QUESTION 1425

A technician is setting up a new network and wants to create redundant paths through the network. Which of the following should be implemented to prevent performance degradation?

A.    Port mirroring

B.    Spanning tree

C.    ARP inspection

D.    VLAN

Answer: B

QUESTION 1426

An offsite backup company involved in an investigation is not recycling outdated tapes. This is MOST likely due to what?

A.    the process of eDiscovery

B.    a chain of custody breach

C.    a data transport request

D.    the notice of alegal hold

Answer: D

QUESTION 1427

A campus needs to provide wireless connectivity in a cafeteria with a minimal number of WAPs. Which of the following antenna types will provide the BEST coverage?

A.    High gain

B.    Bidirectional

C.    Dipole

D.    Omni-directional

Answer: A

QUESTION 1428

During a high availability test of a system, a fiber interruption did not re-route traffic. This is an indication of which of the following routing concepts?

A.    Static

B.    Dynamic

C.    Hybrid

D.    Routing loops

Answer: A

QUESTION 1429

A technician has installed an 802.11n network, and most users are able to see speeds of up to 300Mbps. There are a few users who have an 802.1 1n network card but are unable to get speeds higher that 108Mbps. Which of the following should the technician perform to fix the issue?

A.    Upgrade the OS version to 64-bit

B.    Roll back the firmware on WLAN card

C.    Install a vulnerability patch

D.    Upgrade the WLAN card driver

Answer: D

QUESTION 1430

A small office has an Internet connection that drops out about two times per week. It often takes until the next day for the vendor to come out and fix the issue. Which of the following should the office implement to reduce this downtime?

A.    EULA

B.    SLA

C.    SOW

D.    MOU

Answer: B

QUESTION 1431

A technician installs three new switches to a company’s infrastructure. The network technician notices that all the switch port lights on the front of each switch flashes rapidly when powered on and connected. Additionally, there are rapid flashing amber lights on the switches when they started up the next day. Which of the following describes what is occurring with the switches?

A.    The switches are running through their spanning tree process.

B.    The switches are having problems communicating with each other.

C.    The switches are connected and detected a spanning tree loop.

D.    The switches are not functioning properly and need to be disconnected.

Answer: A

QUESTION 1432

How does a DHCP reservation work?

A.    By leasing a set of reserved IP addresses according to their category.

B.    By letting the network switches assign IP addresses from a reserved pool.

C.    By assigning options to the computers on the network by priority.

D.    By matching a MAC address to an IP address within the DHCP scope.

Answer: D

QUESTION 1433

A home user reports that a speed test website shows the following information:

– Download speed: 33.3Mbps

– Upload speed: 10.2Mbps

Which of the following is the correct interpretation of these results?

A.    The home PC downloaded 33.3 MB of data to the website and uploaded 10.2 MB of data from the website.

B.    The website upload bandwidth is saturated, and it does not match the download speed.

C.    The home PC is receiving data at 33.3Mbps and sending data at 10.2Mbps.

D.    The website is downloading data to its server at 33.3Mbps and uploading data from its server at 10.2Mbps.

Answer: C

QUESTION 1434

An administrator notices an abnormally high level of network traffic from a server. Upon logging into the server, the administrator runs the following command:



Which of the following should the administrator use to correlate the active connection with the running service?

A.    netstat -p

B.    Open task manager

C.    route print

D.    Open services.msc

Answer: A

QUESTION 1435

A network technician is informed that some clients cannot connect to a critical business application. This application is hosted on a server that resides within the local VLAN. The server has a domain name of Appserver1.CorpXYZ.local. The technician notices some client machines can still connect to the application server, while others in the same office cannot. All of the office computers share similar networking hardware, and connect to the same switch. The network technician inspects an office computer that cannot establish a connection. The technician simultaneously runs a protocol analyzer on this office computer, and then attempts to ping the address Appserver.CorpXYZ.local. The technician receives a reply to the ping, but a connection to the business application still cannot be established. The following output is observed in the protocol analyzer:



Based on this output, which of the following is the MOST likely cause of the connectivity issues?

A.    The DNS is not resolving Appserver1.CorpXYZ.local to the correct IP address.

B.    Responses from Appserver1 are being redirected to a different host.

C.    Another machine on the network has the same IP address as Appserver1.

D.    The office computer is connected to a trunk port, and the wrong native VLAN has been set.

Answer: C

QUESTION 1436

An Amplitude Modulation (AM) radio station may have a detrimental effect on which of the following services?

A.    DOCSIS

B.    Frame relay

C.    SONET

D.    Metro-Ethernet

Answer: A

QUESTION 1437

Which of the following will allow network traffic to travel across several switches on several VLANs?

A.    VLAN assignments

B.    Port bonding

C.    VLAN ID

D.    Trunking

E.    VLAN tagging

F.    Port mirroring

Answer: D

QUESTION 1438

A network administrator is trouble shooting a connectivity issue on a user’s workstation. The technician reviews the following packet capture:



Given the above output, which of the following is the reason why the user is experiencing network connectivity issues?

A.    The MAC address for the default gateway is unknown.

B.    The ARP query is incorrectly going to 0.0.0.0 instead of 192.168.1.1.

C.    Name resolution is not occurring properly.

D.    The packet capture shows an IP conflict.

Answer: A

QUESTION 1439

A network technician has been tasked with connecting three 802.11a clients to an 802.11g access point that is configured for WEP and is within a (9m) line of sight from the client. The clients are unable to associate with the access point. Which of the following is MOST likely the cause of this issue?

A.    Interference

B.    Wrong frequency

C.    Signal loss

D.    Wrong Encryption

Answer: B

Explanation:

802.11a operates in the 5GHz band while 802.11g operates in the 2.4GHz band.

QUESTION 1440

A web-based application is responding very slowly. The network administrator is looking at the following information from the transparent web proxy, which is configured in virtual-wire mode and is in the between the company’s network and the Internet.



Given the above information, which of the following is the layer of the OSI model at which the issue is occurring and the MOST likely reason it is occurring? (Select TWO.)

A.    Layer 1

B.    Layer 4

C.    Layer 3

D.    Layer 7

E.    The application crashed

F.    NO IP addresses on interfaces

G.    Excessive TCP resets

H.    Bad cable

Answer: CH

Explanation:

http://www.cisco.com/en/US/docs/internetworking/troubleshooting/guide/tr1907.html

https://blog.ruxit.com/detecting-network-errors-impact-on-services/
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