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QUESTION 631

A corporate executive lost their smartphone while on an overseas business trip. The phone was equipped with file encryption and secured with a strong passphrase. The phone contained over 60 GB of proprietary data. Given this scenario, which of the following is the BEST course of action?

A.    File an insurance claim and assure the executive the data is secure because it is encrypted.

B.    Immediately implement a plan to remotely wipe all data from the device.

C.    Have the executive change all passwords and issue the executive a new phone.

D.    Execute a plan to remotely disable the device and report the loss to the police.



Answer: B

QUESTION 632

A security incident happens three times a year on a company’s web server costing the company $1,500 in downtime, per occurrence. The web server is only for archival access and is scheduled to be decommissioned in five years. The cost of implementing software to prevent this incident would be $15,000 initially, plus $1,000 a year for maintenance. Which of the following is the MOST cost-effective manner to deal with this risk?

A.    Avoid the risk

B.    Transfer the risk

C.    Accept the risk

D.    Mitigate the risk

Answer: D

QUESTION 633

The company is about to upgrade a financial system through a third party, but wants to legally ensure that no sensitive information is compromised throughout the project. The project manager must also make sure that internal controls are set to mitigate the potential damage that one individual’s actions may cause. Which of the following needs to be put in place to make certain both organizational requirements are met? (Select TWO.)

A.    Separation of duties

B.    Forensic tasks

C.    MOU

D.    OLA

E.    NDA

F.    Job rotation

Answer: AE

QUESTION 634

Statement: “The system shall implement measures to notify system administrators prior to a security incident occurring.” Which of the following BEST restates the above statement to allow it to be implemented by a team of software developers?

A.    The system shall cease processing data when certain configurable events occur.

B.    The system shall continue processing in the event of an error and email the security administrator the error logs.

C.    The system shall halt on error.

D.    The system shall throw an error when specified incidents pass a configurable threshold.

Answer: D

QUESTION 635

The Chief Executive Officer (CEO) of a corporation purchased the latest mobile device and wants to connect it to the internal network. The Chief Information Security Officer (CISO) was told to research and recommend how to secure this device. Which of the following should be implemented, keeping in mind that the CEO has stated that this access is required?

A.    Mitigate and Transfer

B.    Accept and Transfer

C.    Transfer and Avoid

D.    Avoid and Mitigate

Answer: A
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