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QUESTION 646

How many levels of threats are faced by the SAN?

A.    3

B.    7

C.    2

D.    5
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QUESTION 641

Fill in the blank with the appropriate word. ____ encryption protects a file as it travels over protocols, such as FTPS (SSL), SFTP (SSH), and HTTPS.
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QUESTION 636

As part of the testing phase in the SDLC, a software developer wants to verify that an application is properly handling user error exceptions. Which of the following is the BEST tool or process for the developer use?

A.    SRTM review

B.    Fuzzer

C.    Vulnerability assessment

D.    HTTP interceptor
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QUESTION 631

A corporate executive lost their smartphone while on an overseas business trip. The phone was equipped with file encryption and secured with a strong passphrase. The phone contained over 60 GB of proprietary data. Given this scenario, which of the following is the BEST course of action?

A.    File an insurance claim and assure the executive the data is secure because it is encrypted.

B.    Immediately implement a plan to remotely wipe all data from the device.

C.    Have the executive change all passwords and issue the executive a new phone.

D.    Execute a plan to remotely disable the device and report the loss to the police.
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QUESTION 626

A penetration tester is assessing a mobile banking application. Man-in-the-middle attempts via a HTTP intercepting proxy are failing with SSL errors. Which of the following controls has likely been implemented by the developers?

A.    SSL certificate revocation

B.    SSL certificate pinning

C.    Mobile device root-kit detection

D.    Extended Validation certificates
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QUESTION 621

An IT administrator has been tasked by the Chief Executive Officer with implementing security using a single device based on the following requirements:

* Selective sandboxing of suspicious code to determine malicious intent.

* VoIP handling for SIP and H.323 connections.

* Block potentially unwanted applications.

Which of the following devices would BEST meet all of these requirements?

A.    UTM

B.    HIDS

C.    NIDS

D.    WAF

E.    HSM
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QUESTION 616

As a cost saving measure, a company has instructed the security engineering team to allow all consumer devices to be able to access the network. They have asked for recommendations on what is needed to secure the enterprise, yet offer the most flexibility in terms of controlling applications, and stolen devices. Which of the following is BEST suited for the requirements?

A.    MEAP with Enterprise Appstore

B.    Enterprise Appstore with client-side VPN software

C.    MEAP with TLS

D.    MEAP with MDM
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QUESTION 611

Which of the following are security components provided by an application security library or framework? (Select THREE.)

A.    Authorization database

B.    Fault injection

C.    Input validation

D.    Secure logging

E.    Directory services

F.    Encryption and decryption
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QUESTION 606

Company A is purchasing Company B, and will import all of Company B’s users into its authentication system. Company A uses 802.1x with a RADIUS server, while Company B uses a captive SSL portal with an LDAP backend. Which of the following is the BEST way to integrate these two networks?

A.    Enable RADIUS and end point security on Company B’s network devices.

B.    Enable LDAP authentication on Company A’s network devices.

C.    Enable LDAP/TLS authentication on Company A’s network devices.

D.    Enable 802.1x on Company B’s network devices.
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QUESTION 601

The security administrator is worried about possible SPIT attacks against the VoIP system. Which of the following security controls would MOST likely need to be implemented to detect this type of attack?

A.    SIP and SRTP traffic analysis

B.    QoS audit on Layer 3 devices

C.    IP and MAC filtering logs

D.    Email spam filter log
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