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QUESTION 49

A threat intelligence feed has posted an alert stating there is a critical vulnerability in the kernel. Unfortunately, the company’s asset inventory is not current. Which of the following techniques would a cybersecurity analyst perform to find all affected servers within an organization?

A.    A manual log review from data sent to syslog

B.    An OS fingerprinting scan across all hosts

C.    A packet capture of data traversing the server network

D.    A service discovery scan on the network



Answer: B

QUESTION 50

A cybersecurity analyst traced the source of an attack to compromised user credentials. Log analysis revealed that the attacker successfully authenticated from an unauthorized foreign country. Management asked the security analyst to research and implement a solution to help mitigate attacks based on compromised passwords. Which of the following should the analyst implement?

A.    Self-service password reset

B.    Single sign-on

C.    Context-based authentication

D.    Password complexity

Answer: C

QUESTION 51

A technician is running an intensive vulnerability scan to detect which ports are open to exploit. During the scan, several network services are disabled and production is affected. Which of the following sources would be used to evaluate which network service was interrupted?

A.    Syslog

B.    Network mapping

C.    Firewall logs

D.    NIDS

Answer: A

QUESTION 52

A software patch has been released to remove vulnerabilities from company’s software. A security analyst has been tasked with testing the software to ensure the vulnerabilities have been remediated and the application is still functioning properly. Which of the following tests should be performed NEXT?

A.    Fuzzing

B.    User acceptance testing

C.    Regression testing

D.    Penetration testing

Answer: C

QUESTION 53

During a routine review of firewall logs, an analyst identified that an IP address from the organization’s server subnet had been connecting during nighttime hours to a foreign IP address, and had been sending between 150 and 500 megabytes of data each time. This had been going on for approximately one week, and the affected server was taken offline for forensic review. Which of the following is MOST likely to drive up the incident’s impact assessment?

A.    PII of company employees and customers was exfiltrated.

B.    Raw financial information about the company was accessed.

C.    Forensic review of the server required fall-back on a less efficient service.

D.    IP addresses and other network-related configurations were exfiltrated.

E.    The local root password for the affected server was compromised.

Answer: A

QUESTION 54

When network administrators observe an increased amount of web traffic without an increased number of financial transactions, the company is MOST likely experiencing which of the following attacks?

A.    Bluejacking

B.    ARP cache poisoning

C.    Phishing

D.    DoS

Answer: D
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